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CONTAMINATION WARNING SYSTEMS FOR WATER:  
An Approach for Providing Actionable Information to 
Decision-Makers 
 
 
EXECUTIVE SUMMARY 
 
 
The terrorist attacks of 2001 brought about a new 
era in security for a host of institutions in 
America, including the drinking water supply 
community.  Congress recognized that, and in 
2002, included a drinking water component into 
the Public Health Security and Bioterrorism 
Preparedness and Response Act (PL-107-188), 
also known as the Bioterrorism Act.   
 
That component mandated that drinking water 
utilities serving more than 3,300 people perform 
vulnerability assessments (VAs) to gauge their 
vulnerability to various threats including 
contamination.  The Act also set deadlines for 
completion of the VAs and for updating 
emergency response plans based on knowledge 
gained on those VAs. 
 
Now that those VAs are completed, drinking 
water utilities are assessing how to proceed with 
enhancing their security.  Of the spectrum of 
threats facing utilities, contamination of the water 
supply is the most daunting due to the complexity 
of the challenge, the limitations of current 
technologies, and to the relative “openness” of a 
water distribution system. 
 

President Bush further emphasized the concern 
regarding contamination of water supplies by 
issuing Homeland Security Presidential Directive-
9 (HSPD-9) in January 2004. This directive 
instructed the federal agencies responsible for 
agriculture, food, and water security to "develop 
robust, comprehensive, and fully coordinated 
surveillance and monitoring systems, ... that 
provide early detection and awareness of disease, 
pest, or poisonous agents."  It should be noted that 
this is a mandate for federal agencies and not for 
water utilities.  
 
In addition, the President’s FY2006 budget 
proposal for the Environmental Protection Agency 
(EPA) includes a request for $40 million to 
support Water Sentinel. This program is to be a 
pilot monitoring and surveillance program that 
will promote early warning of intentional 
contamination.  It is not clear at this time how this 
budget request will survive the appropriations 
process or how many utilities will participate in 
this pilot program or what technologies will be 
used.  Regardless, it is clear that there will be 
continued pressure, both external and internal, on 
water utilities to develop water contamination 
warning systems.  It is the intent of AWWA in 
preparing this report to provide EPA with insight 
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on the water utility perspective regarding the 
development and implementation of a sustainable 
and effective contamination warning system 
(CWS).  
 
In this context, many water utilities are evaluating 
options for developing an integrated water 
contamination warning system. A water 
contamination event could be hard to detect, as 
contamination may not be as immediately obvious 
when compared to the physical destruction caused 
by a bomb or a natural disaster.  The impacts or 
consequences of a bombing attack or a tornado on 
a water treatment plant are nearly immediate; thus 
the response decisions related to such an event 
potentially more obvious and intuitive. A water 
contamination event may or may not provide such 
clarity.  It may or may not be immediately clear 
whether a contamination event has occurred.  All 
information sources that may provide an indicator 
of a contamination event, such as physical 
evidence or a threatening phone call, along with 
any monitoring data, need to be assimilated into 
the decision-making process as quickly as 
possible.   
 
No matter what the event, the decision-making 
process will not be easy due to the complexity and 
number of decision-makers involved, which will 
include personnel from the water utility, public 
health officials, local elected officials, and first 
responders.  These decision-makers will have to 
make important public health decisions, such as 
issuing “boil water” or “do not use” orders, in a 
very short period of time, and often based on 
limited information.  Translating multiple sources 
of contamination indicator data into actionable 
information for decision-makers is critical, 
considering the immense pressure they face to 
make the right decision.   
 
The bottom line is that utilities need to understand 
what they are asking of contamination indicator 
data in order to develop a system that can 
assimilate and provide actionable information to 
decision makers to direct the response actions 
taken by the utility and other first responders.  
AWWA believes this report identifies some basic 
needs, issues and challenges that must be 
addressed to move the state of knowledge forward 

and before water utilities invest significant 
resources in developing a CWS. 
 
These conclusions and recommendations are 
meant to support current research efforts and to 
focus attention on areas that require further 
consideration by water utilities, technology 
providers and federal and state agencies that 
provide security assistance and guidance to the 
water sector.  Partnerships and collaboration are 
essential to ensure the long-term advancement of 
water security. The following three 
recommendations are critical for making progress 
on that collaboration and need to be implemented 
as soon as possible: 
 

• EPA and DHS need to work closely with 
the water sector in the development and 
implementation of Water Sentinel on such 
issues as appropriate monitoring 
technologies, sensor locations, the 
statistical techniques used to analyze the 
data, and the appropriate response 
protocols; 

• EPA and DHS need to collaborate with 
the water sector to design and implement 
an evaluation, verification and testing 
program for existing and emerging 
contamination monitoring technologies 
and/or systems; and 

• EPA and DHS need to collaborate with 
the water sector to design and implement a 
process for the evaluation, classification, 
and distribution of the sensitive security 
information, as no such process currently 
exists. 
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CONTAMINATION WARNING SYSTEMS FOR WATER:  
An Approach for Providing Actionable Information to 
Decision-Makers 
 
BACKGROUND 
 
Water security used to be a secondary 
consideration for most utilities.  Security started to 
become more important to utilities with the 
preparations for Y2K, and its importance 
escalated after the 9/11 attacks.  The Public 
Health Security and Bioterrorism Preparedness 
and Response Act of 2002 (PL-107-188, 
commonly called the Bioterrorism Act) mandated 
security activities for water utilities and EPA by 
amending the Safe Drinking Water Act (SDWA).  
Specifically, the Bioterrorism Act required 
drinking water utilities serving greater than 3,300 
people to conduct a vulnerability assessment (VA) 
within a specified timeframe and also revise their 
emergency response plan (ERP) based on what 
was learned with the VA within six months of 
submitting their VA to EPA.  Those VAs are 
complete and water utilities are assessing how to 
proceed with various security enhancements. Of 
the possible threats that concern water utilities, the 
contamination scenario is likely the most daunting 
to address due to the complexity and limitations of 
current technologies and the relative “openness” 
of distribution systems.  
 
Further emphasizing the national concern for this 
issue, President Bush issued Homeland Security 
Presidential Directive-9 (HSPD-9) in January 

2004. This directive instructs the federal agencies 
responsible for agriculture, food, and water 
security to "develop robust, comprehensive, and 
fully coordinated surveillance and monitoring 
systems, ... that provide early detection and 
awareness of disease, pest, or poisonous agents."  
It should be noted that this is a mandate for 
federal agencies and not for water utilities.  
 
In addition, the President’s FY2006 budget 
proposal for the Environmental Protection Agency 
(EPA) includes a request for $40 million to 
support Water Sentinel. This program is intended 
to be a pilot monitoring and surveillance program 
that will promote early warning of intentional 
contamination.  It is not clear at this time how this 
budget request will survive the appropriations 
process or how many utilities will participate in 
this pilot program or what technologies will be 
used.  Regardless, it is clear that there will be 
continued pressure, both external and internal, on 
water utilities to develop water contamination 
warning systems.  It is the intent of AWWA, in 
preparing this report, to provide EPA with insight 
on the water utility perspective regarding the 
development and implementation of a sustainable 
and effective contamination warning system 
(CWS).  
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In this context, many water utilities are evaluating 
options for developing an integrated water 
contamination warning system. A water 
contamination event could be hard to detect, as 
contamination may not be as immediately obvious 
when compared to the physical destruction caused 
by a bomb or a natural disaster.  The impacts or 
consequences of a bombing attack or a tornado on 
a water treatment plant are nearly immediate; thus 
making the response decisions related to such an 
event potentially more obvious and intuitive. A 
water contamination event may, or may not, 
provide such clarity.  It may, or may not, be 
immediately clear whether a contamination event 
has occurred.  All information sources that may 
provide an indicator of a contamination event, 
such as physical evidence or a threatening phone 
call, along with any monitoring data, need to be 
assimilated into the decision-making process as 
quickly as possible.   
 
No matter what the event, the decision-making 
process will not be easy due to the complexity and 
number of decision-makers involved, which will 
include personnel from the water utility, public 
health officials, local elected officials, and first 
responders.  These decision-makers will have to 
make important public health decisions, such as 
issuing “boil water” or “do not use” orders, in a 
very short period of time, and often based on 
limited information.  Translating multiple sources 
of contamination indicator data into actionable 
information for decision-makers is critical, 
considering the immense pressure they face to 
make the right decision.   
 
As part of the water utilities decision-making 
process for determining whether or not to design 
and implement a contamination warning system, 
many are struggling with issues such as: 
 

• What is the objective of a contamination 
warning system? 

• What are the appropriate monitoring 
technologies? 

• Where do we put the monitors and how 
often do we monitor? 

• How do we integrate and analyze the 
indicator data? 

• What would constitute an alarm? 

• What do we do when the alarm goes 
off? 

 
At this time, there are no simple answers to any of 
these questions.  Recognizing the need to assist 
utilities in finding the answers, the American 
Water Works Association (AWWA) established 
an informal Utility Users’ Group at a workshop in 
Denver, Colorado in October 2003.  The purpose 
was to provide a forum for utilities to exchange 
their experiences with various water 
contamination monitoring technologies and learn 
about emerging technologies.  This initial 
workshop led to the development of AWWA’s 
ongoing two-day seminar on contamination 
monitoring technologies, which provides a broad 
overview of many types of available technologies.  
Another Utility Users’ Group workshop was held 
in January 2005 in an attempt to provide 
additional insight into these questions, and this 
report represents a summary of discussions and 
recommendations from that workshop.   
 
Two of the most critical questions are the first and 
last ones. These two must be addressed 
immediately as EPA and other federal agencies 
move forward with supporting and encouraging 
the development of water contamination warning 
system. 
 
What is the objective of a CWS? 

HSPD-9 calls for “surveillance and monitoring 
systems, ... that provide early detection and 
awareness.” Early is never specifically defined in 
terms of time, but the purpose of the policy in part 
is to develop a capability to “recognize threats” 
and mitigate “vulnerabilities at critical production 
and processing nodes”…“from the introduction of 
diseases, pests, or poisonous agents.”  
 
A contamination warning system addresses the 
threat recognition portion of this policy and will 
remain the focus of this document. While not 
discussed in detail in this document, activities to 
support mitigating the vulnerability to the 
introduction of a contaminant must be coordinated 
with development of the CWS.  The warning 
and/or protection ability provided by a CWS is 
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CWS 
Objective 

 
Characteristics 

 
Time 

Detect to 
Protect 

 Incident detected and exposure 
prevented; 
 Allows utility operational response. 

 Instant 

Detect to 
Warn 

 Incident detected before significant 
exposure or manifestation of public 
health indicators; 
 Allows medical intervention, public 
notification, and utility operational 
response. 

 Hours 

Detect to 
Treat 

 Incident detected after exposure occurs 
or manifestation of public health 
indicators; 
 Allows possible medical intervention, 
public notification, and utility operational 
response. 

 Hours / 
Days 

variable depending on the suite of contamination 
indicators available to a water utility. This ability 
significantly influences the response strategy a 
utility prepares as part of the CWS.  There are 
three basic objectives to consider when 
developing a CWS and their characteristics are 
outline in the table above. 
 
In an ideal world, absent any constraints water 
utilities could deploy some type of CWS with a 
“Detect to Protect” objective in which all points of 
the water supply would have the ability to detect 
any threat agent and prevent its transmission to 
the public through isolation, localized treatment or 
a myriad of other tools that are simply not feasible 
given current restraints on such futuristic 
strategies.  The “Detect to Warn” objective 
appears to be the long-term target for EPA’s 
implementation of HSPD-9. This is a laudable 
target, however, significant consideration must be 
given to the myriad limitations in our current state 
of knowledge, cost and other issues discussed in 
this report if this objective is truly the goal.  The 
“Detect to Treat” will be the likely objective for 
2006 Water Sentinel pilot program. 
 
In practical reality, it may be that “Detect to 
Treat” is the best that can be expected due to the 
current limits of technology, knowledge, and costs 
related to detecting certain threat agents. This 
latter scenario essentially describes instances in 
which the first indication that a contamination 
incident has occurred is when people begin 
seeking medical treatment. The systems approach 

of integrating all available sources of 
contamination indicator data is essential to 
moving the water utilities as close a possible to 
real-time warning of a possible incident. Armed 
with an understanding of these capabilities and 
limitations, water utilities, public health officials, 
local elected officials, and first responders can 
proceed with considering how they might respond 
when the alarm goes off. 
 
What to do when the alarm goes off? 

Clearly, no water utility should purchase any 
contamination monitoring technology without 
having a clearly defined response plan in place 
that has been tested and exercised. This response 
plan should detail how decisions will be made and 
what actions will be taken, by whom, when the 
alarm goes off.  This point cannot be emphasized 
enough--a utility should not be influenced to 
invest in the latest “widget” unless they have a 
plan in place that defines their response to an 
alarm and an understanding of what added 
response capability the information generated 
provides the utility and the public. Incident 
response is the subject of several resources that 
utilities should consult in developing a response 
plan for the management of any emergency 
indicant and specifically as they apply to 
contamination.1, 2, 3     
                                                 
1  Department of Homeland Security (2004), 

National Incident Management System (NIMS), 
http://www.dhs.gov/interweb/assetlibrary/NIMS-
90-web.pdf. 
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This incident management approach to response 
will ideally prevent the type of situation that 
occurred recently in Northern Virginia in March 
2005 in response to a suspected anthrax incident 
at a mail processing facility.4  During this 
incident, several key points in the decision making 
process failed due to various response errors, 
including, but not limited to, timing and response 
to a positive hit for anthrax. The chronology of 
events suggests that while the final examination 
determined there was no threat, the potential for 
public exposure was quite significant due to a 
delayed response or confusion regarding the 
appropriate response. For example, positive labs 
results were received Thursday, mail continued to 
be processed Friday, and decontamination of 
mailroom workers was not initiated until Monday.  
This led to 5 days of potential primary and 
secondary exposure to anthrax. 
 
In order to make the right response decisions, 
information sources other than monitoring data 
must to be considered.  Therefore, contamination 
monitoring technologies will need to be part of a 
larger contamination warning system that, where 
feasible, integrates all information sources into the 
decision-making process. The following 
information sources should be considered when 
establishing a contamination warning system with 

a goal of providing actionable information to 
decision-makers: 

                                                                            
 
2  Environmental Protection Agency (2004), Interim 

Final Response Protocol Toolbox: Planning for 
and Responding to Contamination Threats to 
Drinking Water Systems, http://cfpub.epa.gov/ 
safewater/watersecurity/home.cfm?program_id=8#
response_toolbox. 

 
3   US Army Center for Health Promotion and 

Preventive Medicine (2004), Emergency Response 
Planning for Military Water Systems - Technical 
Guideline 297. 

 
4  Hsu, Spencer S.,  “Anthrax Alarm Uncovers 

Response Flaws: Pentagon Procedures Baffled 
Other Agencies, Delaying Health Officials”, The 
Washington Post, Thursday, March 17, 2005; Page 
A01 http://www.washingtonpost.com/wp-
dyn/articles/A42040-2005Mar16.html. 

 

 
• Water quality monitoring data; 

• Operational data; 

• Customer complaint data; 

• Public health disease and/or syndromic 
surveillance data; 

• Physical evidence; and 

• Intelligence and other threat 
information, such as threatening phone 
calls and/or notifications by law 
enforcement, news media, neighbors 
adjacent to facilities, or the perpetrator. 

 
The appropriate response may also need to be 
tiered based on the type of data that is available 
for the decision-making process.  For example, a 
“trigger” from online monitoring may warrant 
sending utility staff to a particular location to 
collect grab samples and/or evaluate a customer 
complaint.  A different “trigger” may warrant 
contacting public health authorities to integrate 
disease and syndromic surveillance data.   
 
In order to make the right response decisions, 
information sources other than monitoring data 
will need to be considered.  Therefore, 
contamination monitoring technologies will need 
to be part of a larger contamination warning 
system that integrates all information sources into 
the decision-making process.  The figure on the 
next page represents the different information 
sources that could be integrated to create a water 
contamination warning system.   
 
Recently, several California water utilities and 
attendees at the January 2005 AWWA workshop 
focused on the approach and challenges to 
developing an early warning system for water 
contamination. As result, this group concluded 
that the terminology – early warning - may not 
appropriately characterize the purpose of such a 
system and proposed the following definition: 
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Contamination Warning Indicators

Contamination
Warning

Security Breach Witness Account

Public Health 
Notification 

(Syndromic Surveillance)

Consumer 
Complaints

General

Focused

Notification by 
Perpetrator

Notification by
Law Enforcement

Notification by
News Media

•Specific

•Surrogate

•Change

•Lab

•Field

•Lab

•Field

Unusual
Water Quality

Online Grab Composite Compliance
•Lab

•Field

 
Contamination Warning System (CWS): The 
active deployment of monitoring technologies 
and/or strategies and enhanced surveillance 
activities to collect, integrate, analyze, and 
communicate information to provide a timely 
warning of potential water contamination 
incidents and initiate response actions to 
minimize public health impacts. 

 
This definition was shared with participants of the 
January 2005 AWWA workshop, and the 
generally consensus was that this language 
provided a more appropriate definition to 
characterize a CWS, while satisfying the 
objectives outlined in HSPD-9. 
 
What is critical is the establishment of a 
sustainable program that provides broad coverage 
of credible contamination threat agents. Water 
utilities cannot feasibly take the approach applied 
by the U.S. Postal Service that has resulted in 
expenditures of $1.4 billion to detect a single 
threat agent - anthrax.5  Translated, that is $4.95 
million at each of the 283 mail facilities that have 
implemented this detection system for a single 

agent at a one control point in the system. Water 
utilities would be ill advised to invest resources in 
such a model, which can only detect one agent at 
one location versus detecting multiple threat 
agents at multiple points in a water treatment and 
distribution network. 

                                                 
5  Ibid. 
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An appropriate framework for developing a 
sustainable and effective CWS for water utilities 
may be tiered based on the type or quality of data 
available to the decision-making process.  This 
framework would first focus on simple and broad-
spectrum technologies and data sources currently 
available to the water utility. The level of 
complexity would then evolve as the situation or 
local conditions warrant. However, as the 
complexity increases, it may be appropriate to 
shift responsibility from the individual utility to a 
state or federal “center of excellence”.  This 
addresses the sustainability issue to some degree. 
For example, a small or medium water utility will 
not likely be able to support the cost of equipping 
a lab with the appropriate instrumentation and 
professional certifications necessary to maintain 
proficiency for the testing of unconventional 
contaminants that are outside the typical areas of 
expertise at a water utility laboratory or most 



 

commercial contract labs supporting water 
utilities. 
 
The tiered approach has been discussed as part of 
the development of plans to address the policy 
outlined in HSPD-9.  As an example of simplicity 
and the first tier approach, consider a “trigger” 
from some type of online monitoring sensor. 
Depending on the specificity of the signal, it may 
warrant sending utility staff to a particular 
location to collect grab samples and/or evaluate a 
customer complaint(s).  A different “trigger” may 
warrant contacting public health authorities to 
evaluate disease and syndromic surveillance data. 
EPA is taking action to address these issues and, 
most recently, has proposed a new program to 
further develop this framework and the supporting 
research. 

 
The President’s FY2006 budget for EPA 
requested $40 million for Water Sentinel, a pilot 
monitoring and surveillance program that will 
promote early warning of intentional 
contamination.  It is not clear at this time how this 
budget request will survive the appropriations 
process or how many utilities will participate in 
this pilot program or what technologies will be 
used.  Regardless, this report will provide EPA 
with insight primarily from the water utility 
perspective that should be considered in the 
development and implementation of this pilot 
program and other activities related to HSPD-9.    
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CONTAMINATION INDICATORS  
What are the appropriate monitoring technologies? 
 
 
A CWS, as described previously, seeks to 
integrate multiple indicators of a potential 
contamination incident. This section of the report 
focuses on three possible of sources of 
contamination indicators that are directly related 
to water quality issues versus sources that are not 
specific to water quality. Specifically, this section 
will focus on unusual water quality, consumer 
complaints, and public health notifications. This 
does not reduce the value of the other sources and 
they should be integrated to any CWS to provide 
appropriate context to incident response decision-
making. 
 
Unusual Water Quality 

At this time, there are a variety of detection 
technologies available that could be used in a 
water contamination warning system.  The ideal 
contamination detection technology would have 
the following characteristics: 
 

• Rapid response time; 

• Highly automated;  

• Ability to capture/preserve samples for 
confirmatory testing or legal purposes; 

• High sampling frequency; 

• High sensitivity relative to public health 
threat (PHT); 

• High specificity for broad spectrum of 
contaminants; 

• High reproducibility; 

• Low rate of false positives/false 
negatives; 

• Rugged; 

• Easy to use; 

• Inexpensive; 

• Low O&M demand; 

• Low power demand; and 

• Ability to communicate in a timely 
manner back to the utility and/or to 
other responders. 

 
Another way to frame these characteristics is to 
say that these technologies should have a goal of 
providing the decision makers and utility 
customers with FREEDOM.  
 

 Fast  – rapid detection 
 Reliable  – standards, false positive / 

negative, sensitivity 
 Easy  – simple operation 
 Easy  – low maintenance demand 
 Durable  – consideration of the operating 

environment 
 Online  – connectivity to distribution 

system and data management 
systems 

Monetary  – inexpensive, multi-benefit 
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This characterization, as described by Jack Moyer, 
Deputy Director, City of Raleigh Public Utilities 
Department, is to ensure the sustainability and 
effectiveness of a CWS for implementation by a 
water utility.  

 
Currently available technologies may satisfy 
some, but not all, of these characteristics. A 
significant impediment to a utility investing in a 
contamination warning system is the lack of a 
“silver bullet” or single “black box” that can cover 
the full spectrum of possible contamination 
agents. Yet, at the same time, utilities want to do 
something because they recognize the 
vulnerability and ability of current technologies to 
offer some degree of due diligence relative to the 
finding of their VA regarding the distribution 
system.   
 
Historically, water utilities have focused their 
expertise on water quality monitoring and 
analytical methods to address conventional 
contaminants as directed by law and/or regulation. 
In the post-9/11 world, a water utility must be 
concerned with a broad spectrum of contaminants 
that may be intentionally introduced into the water 
supply. This fundamentally changes the approach 
and purpose of monitoring and analyzing water 
quality. 
 
For water quality monitoring, potential 
contaminant agent can be classified into: 1) 
Chemical, 2) Biological, and 3) Radiological. 
These may be further categorized into the 
following groups: 1) Conventional, and 2) 
Unconventional. The distinction made here is for 
the purposes of establishing or proposing a tiered 
approach to monitoring water quality for security 
purposes.  
 
Tier I: Conventional Monitoring 

This tier is typically limited to contaminants 
regulated under the SDWA. Traditional 
compliance monitoring performed by water 
utilities on a routine basis establishes a baseline or 
minimum level of detection capability for a 
variety of contaminates that is protective of public 
health. The methods and technologies applied 
under this scenario are very well understood and 
often their performance standards are mandated 

by regulation. This creates a baseline level of 
quality assurance that establishes a degree of 
confidence that is essential to making operational 
decisions for a water utility. In many instances 
this may be the only level of monitoring that is 
feasible for the utility to implement due to a 
variety of possible factors.  
 
Tier II: Enhanced Conventional Monitoring 

Moving beyond Tier I monitoring, utilities may 
begin to consider how conventional monitoring 
for SDWA contaminants may act as surrogate or 
change indicator for the presence of 
unconventional threat agents. 
 
Tier III: Advanced Unconventional Monitoring 

This level of monitoring is specifically targeted at 
detecting specific threat agents or classes of threat 
agents that EPA or other federal agencies have 
determine to be credible threats to the water 
supply if successfully introduced. 
 
Current technologies have varying degrees of 
specificity relative to the methods used to detect a 
contamination threat agent or class of agents. One 
approach for water utilities to consider is based on 
a tiered capability that starts with existing 
compliance monitoring, some of which are 
agent/parameter specific and others measure a 
change in conditions. Each tier may apply a 
technology or combination of technologies that 
could be classified into three general categories:  
 

1) Target specific;  

2) Surrogate; and  

3) Change. 
 
Further, these technologies may be applied in a 
variety of manners including: 
 

1) On-line or in-situ (meaning 
continuous linkage with the water 
supply); 

2) Laboratory based; and 

3) Rapid field assessment/screening. 
 
Independent to the type of technology and how it 
is applied, water utilities need a comprehensive 
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process for assessing the performance of these 
technologies relative to their ability to satisfy the 
aforementioned characteristics. 
 
 
Consumer Complaints 

AWWA and the AWWA Research Foundation 
(AwwaRF) have entered a collaborative 
agreement to research how the improved handling 
and analyses of consumer complaint and on-line 
water quality data can aid utilities in the 
protection of customers and infrastructure. This 
research will focus on how analyzing this data can 
speed up the detection of water contamination 
events. Responders also can use complaint data to 
determine the extent of potential population 
exposure and identify potential response options, 
such as valve closures for isolation and 
containment. Customer complaint data has been 
used for these purposes in the past, and should be 
integrated into a CWS.  
 
The absence of an integrated tool limits the ability 
of water utilities to detect water contamination. 
Similar to syndromic surveillance where 
emergency room diagnoses, lab orders, and over 
the counter medication sales are monitored to 
detect a possible terrorist attacks, customer 
complaint data is just as valuable. While 
syndromic data is outside of the control of the 
utility, customer complaint data is under the 
control of the water utility, and should be readily 
available during incident response. 
 
Public Health Information 

Detailed information from the local public health 
officials also needs to be a component of a 
contamination information system.  Both 
reportable disease surveillance data and 
syndromic surveillance data, if available, should 
be used in the decision-making process when 
available.  The desire to expand and improve upon 
traditional methods of public health surveillance is 
not new.  Even before 9/11, public health officials 
had to begun to enhance the detection of emerging 
infections and illnesses.   
 
The interest in syndromic surveillance data, as a 
precursor to a disease, is rapidly increasing.  

Several public health authorities and university 
researchers are currently evaluating several 
syndromic measures.  These measures include, but 
are not limited to: 
 

• Sales of the over-the-counter 
medications; 

• Emergency room visits; 

• Emergency room triage log of chief 
complaints; 

• Emergency room diagnoses; 

• Orders for laboratory tests; 

• Emergency medical system (911) call 
type; 

• Poison control center calls; 

• School or work absenteeism;  

• Volume of Internet-based health 
inquiries; and 

• Animal illnesses or deaths. 
 
Next Steps 

As a result of the discussions with water utilities 
at the Denver workshop in January 2005, the 
following themes consistently emerged as being 
central to the contamination indicators element of 
a CWS. The following describes what is needed to 
improve the current state of monitoring 
technology for the purposes of assessing 
unconventional contamination incidents, i.e., low 
probability/high consequence. 
 
Contamination Agents 

Currently water utilities are developing their own 
“lists” of contaminants when considering possible 
monitoring technologies.  EPA and/or DHS need 
to provide a better mechanism for sharing 
information with water utilities about the 
contaminants of greatest concern. In addition, this 
mechanism should appropriately account for the 
potential sensitivity of this information. This 
should then be compared to monitoring 
technology capabilities and analytical methods – 
essentially performing a gap analysis. This type of 
assessment will assist water utilities in selecting 
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the type or class of the monitoring technologies to 
evaluate as part of a CWS.  
 
Additionally, more information is needed on the 
concentrations that present a threat to the public 
health. This will help utilities ensure that the 
technology under consideration for a CWS will 
provide an appropriate level of accuracy that is 
protective of public health.  EPA has taken action 
to develop this information and provide it to water 
utilities through the Water Contaminant 
Information Tool (WCIT), but the suite of 
credible agents is limited. This type of 
information can be useful in communicating with 
local politicians, management, and local 
regulators about the limitations utilities face in 
terms detecting certain contamination agents. 
 
Assuming the “list” is focused on more 
unconventional threat agents, the following 
information should be developed to inform 
response strategies and the development of new 
detection methods. 
 

• Contaminant availability and 
applicability to water matrix threat; 

• Disinfectant efficacy of both chlorine 
and chloramines (may rule in or rule out 
need for monitoring depending on type 
used by utility); 

• Concentrations that could have a public 
health threat; 

• Analytical methods, availability and 
potential future development; and 

• Laboratory capacity, potentially a 
limiting factor in any response strategy. 

 
Technology Guidance 

There is a recognized need to advance the current 
state of the science for contamination monitoring 
technologies.  EPA's Environmental Technology 
Verification (ETV) Program represents a first step 
in that direction. ETV was created to accelerate 
the entrance of new environmental technologies 
into the domestic and international marketplace 
and includes testing for monitoring and treatment 
technologies relevant to water security.  However, 
its value to the utilities attempting to select a 

viable monitoring technology is limited by the 
fact that ETV simply ensures that commercially 
available technologies perform as advertised.  
In reality, what is needed is a program that 
validates existing technologies against a 
recognized set of requirements or criteria. In 
addition, such a program should attempt to move 
emerging technologies from a laboratory setting 
into a pilot program with a handful of utilities 
with a variety of water quality.  EPA’s National 
Homeland Security Research Center has taken 
steps to address these needs with the Technology 
Testing and Evaluation Program (TTEP). This 
program is an outgrowth of ETV and represents 
an effort to provide reliable information regarding 
the performance of homeland security related 
technologies. But again, the primary focus is 
testing commercially available technologies. 
Testing categories of interest include detection, 
monitoring, treatment, decontamination, computer 
modeling, and design tools for use by those 
responsible for protecting water infrastructure and 
decontaminating structures and the outdoor 
environment. One key improvement over ETV is 
that the data and performance results are included 
in individual summary reports and in side-by-side 
comparisons. 
 
In addition to EPA’s efforts, DHS has sponsored 
an alternative technology evaluation program.  
EPA and DHS should consolidate their efforts and 
continue working with the water community to 
design and implement an evaluation and pilot 
testing program for these emerging technologies.   
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Any testing program should include as a critical 
component a requirements and criteria 
development step. The purpose is to address the 
some the limitations and impediments to investing 
in monitoring technologies. The tiering matrix of 
existing and emerging technologies relative to the 
above-described characteristics would be 
extremely valuable to water utilities. The 
objective is to allow for comparability of 
performance expectations, a Consumer Reports 
type of approach, where the testing protocol and 
reporting is consistent and transparent for all 
technologies. This testing protocol should be 
based on the previous described characteristics of 
the “ideal” monitoring technology. 
 
For each characteristic, some type of scoring must 
be developed that provides utilities with some 
comparative measure of the quality and 
applicability using a simple matrix of best, good, 
fair, poor. The example thresholds for evaluating 
performance in the table below are for 
demonstrations purposes only and should be the 
subject of a consensus stakeholder process that 

includes water utilities, government, academia 
and technology manufactures. The purpose of 
including this table is to initiate a discussion of 
how performance could be measured and 
described to inform prospective users of these 
technologies as part of a CWS. 
 
Other Issues and Research Needs 

• Concentrations detection limits in 
different matrix, i.e. bench scale testing 
vs. the dynamic flow conditions in a 
distribution system; 

• Regional “centers of 
knowledge/expertise” that can support 
small/medium systems in the event of a 
credible incident; and 

• Laboratory capacity and laboratory 
performance with unknown samples of 
potential threat agents. 

  

 
 

Elements Best -  Good -  Fair -  Poor -  
Time to Detect Instant < 1 minute 1-5 minutes > 5 minutes 
Sensitivity <<PHT* ≤ PHT* ≥PHT* >>PHT* 

FP/FN 1/trillion 1/million 1/10,000 >1/10,000 
Capitol $ $$ $$$ $$$$ 
O& M (annual) $ $$ $$$ $$$$ 
Life Cycle >10 yr 10 yr 5 yr <5 yr 
Multi-benefit >20 agents 10-20 agents 5-10 agents <5 agents 
Other(s)… ?? ?? ?? ?? 

 
* PHT = Public Health Threat  
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MONITORING LOCATIONS AND FREQUENCIES 
Where do we put the monitors and how often do we monitor? 
 
Once a utility has determined the potential 
contaminants that need to be monitored and what 
monitoring technologies are appropriate, the 
utility must determine where to locate the sensors 
and how often to monitor.  Monitoring could be 
conducted in the raw water sources, in the 
treatment plant, or in the distribution system.  
Many consider the distribution system to be the 
most vulnerable, so a significant portion of 
contamination monitoring research has focused on 
that portion of the water system.   
 
A logical place to begin assessing potential 
monitoring locations in the distribution system 
would be at existing facilities such as storage 
tanks and booster pump stations. These locations 
provide an immediate base infrastructure to house 
and operate monitoring technologies. In addition, 
these locations are likely to be part of the utilities 
routine maintenance and monitoring practices. For 
example, many utilities have sensors in storage 
tanks to automate filling cycles based on demand 
flows. These sensors typically have some level of 
communication with a central System Control and 
Data Acquisition (SCADA) system to automate 
operations. This reduces the cost, assuming there 
is capacity, to install additional monitoring 
technology.   
 
Moving beyond traditional or intuitive monitoring 
locations the utility may consider the relative 
vulnerability of different facilities, based on 
results from the utility’s vulnerability assessment 
(VA).  Additional factors such as the location of 
critical facilities such as hospital or government 
facilities, population density, response time (by 

both the first responders and utility staff if a grab 
sample is needed) would also need to be factored 
into determining potential monitoring locations.   
 
Ease of access for maintenance will also be a 
factor in determining potential monitoring 
locations.  As with any analytical instrument, 
cleaning, calibration, and other maintenance 
activities are part of keeping the instruments 
functional.  The ongoing operation and 
maintenance (O&M) costs, along with utility staff 
costs for data analysis, will be important financial 
considerations for utilities when considering the 
design and implementation of a contamination 
warning system.   
 
A water quality model could also be used in the 
process of determining potential monitoring 
locations.  It should be noted that this model 
would need to be a dynamic water quality model, 
as opposed to the static hydraulic model that 
utilities traditionally use for fire flow and capacity 
calculations.  The investment (both from a cost 
and a utility staff time perspective) necessary to 
upgrade from a static to a dynamic model can be 
significant and should not be underestimated. 
However, it should be noted that a dynamic water 
quality model offers additional planning, 
engineering, and operational benefits to a utility.   
 
AWWA worked closely with EPA in 2004 to 
provide utility volunteers for its Threat Ensemble 
Vulnerability Assessment (TEVA) program that 
builds on utility-specific dynamic water quality 
models with specific potential contaminant 
information.  The TEVA program will analyze 
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both consequence assessment and consequence 
mitigation.  These assessments will be based on 
several potential contamination agents in dynamic 
water quality models to better understand how the 
number and the location of sensors can potentially 
minimize public health impacts. 
 
A significant issue that arose during the 
solicitation of TEVA volunteers was the security 
of the sensitive information that would result from 
the TEVA program.  This issue applies to a wide 
variety of sensitive security information, and is 
still unresolved.  EPA and DHS need to 
collaborate with the water community to design 
and implement a process for the evaluation, 
classification, and distribution of the sensitive 
security information, as no such process currently 
exists.  Very little, if any (outside of publicly 
available ETV reports), of EPA’s ongoing water 
security research has been published, due to its 
inherent sensitivity. 
 
The AWWA Research Foundation (AwwaRF) is 
starting a project in late 2005 on critical 
information policies for utilities, and AwwaRF 
has already established protection practices for its 
security project reports.  This project will develop 
a manual of recommended due diligence practices 
for water utility critical infrastructure information 
protection. This project will consider current 
information protection practices at utilities as well 
as evolving state and federal laws. The project 
will also evaluate specific utility information that 
should be considered for protection due to its 
direct or indirect relationship to security issues.  
Over and above the AwwaRF research, a 
consistent process is needed to consistently 
evaluate, classify, and appropriately distribute the 
results of water security research so that it reaches 
the utilities that truly need those results. 
 
Once a utility has determined the potential 
contaminants that need to be monitored, the 
appropriate monitoring technologies, and the 
sensor locations, the utility must determine the 

appropriate monitoring frequency.  Online 
monitoring is essentially continuous, and most 
online monitoring technologies transmit the data 
back to a central location at a predetermined 
interval, such as once a minute.  This data 
transmission interval is typically set by the 
manufacturer but could be adjusted if needed.  
Data transmission will be discussed in the next 
section of this report. 
 
Monitoring frequencies for grab samples or rapid 
field testing will vary based on several factors.  
Based on anecdotal evidence, many utilities 
design a grab sampling program on a 
predetermined interval, such as weekly or 
monthly.  Additional grab samples and/or rapid 
field testing can be conducted after a triggered 
event, and triggers and/or alarms will be discussed 
in more detail later in this report.  More statistical 
work is needed to better understand the 
appropriate grab sampling frequency as a 
component of a water CWS.   
 
Next Steps 

• Information security protocol for both 
data created and data transfer; 

• Modeling – Support TEVA, PipelineNet 
and other research efforts that focus on 
identifying the appropriate places to 
install monitoring equipment relative to 
the expected potential to mitigate public 
health or economic consequences. In 
addition, this research should reflect the 
state of knowledge regarding how 
various threat agents react to the 
variable chemical and physical 
conditions in a water distribution 
system; and 

• Establishment of an appropriate baseline 
for comparing monitoring data and later 
establishing alarms and trigger for 
response actions. 
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DATA TRANSMISSION AND ANALYSIS  
How do we integrate and analyze the indicator data?  
 

 
Once a utility has determined the potential 
contaminants that need to be monitored, the 
appropriate monitoring technologies, the sensor 
locations, and the appropriate monitoring 
frequency, the utility must determine how it will 
handle data transmission and data analysis.  Data 
transmission and analysis can pose challenges for 
utilities, particularly from online monitoring, due 
to the volume of data that can be quickly 
generated.  A typical six-parameter physical and 
chemical sensor that transmits the data results 
once per minute will generate over three million 
data points in a year.  A monitoring network of 
ten such sensors would generate over thirty 
million data points in a year.  So both data 
transmission and data analysis can pose 
challenges for utilities. 
 
Data transmission will likely pose more a 
challenge for online monitoring rather than rapid 
field testing.  The results from rapid field testing 
will likely be radioed in or called in, due to the 
need for timeliness of the data.  Transmission of 
data from online monitoring can either be 
hardwired or wireless.  The hardwired mode 
physically connects the sensors to a central 
location using wire, coaxial cable, or fiber optics.  
The wireless mode transmits the data using 
microwave, radio, cellular, or WiFi.  Each of these 
transmission systems has its own set of 
advantages and disadvantages.  The choice of 
which mode to use will likely depend on the 
existing data transmission mode used for the 
utility’s System Control and Data Acquisition 

(SCADA) system, if the utility has a SCADA 
system.  If a utility has a SCADA system, that 
system will likely have the capacity for the online 
monitoring data stream, but that capacity should 
be checked.  More details on data transmission 
can be found in the American Society of Civil 
Engineer’s Interim Voluntary Guidelines for 
Designing an Online Contaminant Monitoring 
System (www.asce.org).   
 
Again, data analysis will likely pose more a 
challenge for online monitoring rather than rapid 
field testing.  The results from rapid field testing 
will either be a single data point representing 
presence/absence (qualitative) or a numerical 
concentration (quantitative).  Therefore, the 
results from rapid field testing should be easier to 
interpret.  The results from online monitoring will 
be likely be multiple data streams, and the 
challenge will be determining if a single data 
point (or a change in the average) is a cause for 
concern or “normal variation”.   
 
Data analysis will need to start with Quality 
Assurance/Quality Control (QA/QC) of the data.  
Quality Assurance (QA) can be defined as the 
development of specific criteria for confidence in 
the data.  These criteria should be developed as 
part of the design of a contamination warning 
system, and should not be an afterthought.  
Quality Control (QC) can be defined as the 
development of processes to ensure that you have 
high confidence in the data, i.e., that the data 
meets the criteria that you have previously 
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developed.  QA/QC processes can either be 
manual or automated, however, it should be noted 
that the volume of data generated by online 
monitoring as previously discussed could easily 
overwhelm a manual process.  A manual process 
could also be subjective, as opposed to an 
automated process will likely be more objective.  
However, even with an automated process, some 
human oversight will still be needed, and that 
human element should not be underestimated in 
the design and implementation of a contamination 
warning system.   
 
The appropriate amount of baseline data for the 
determination of “normal” variation is another 
question that utilities will need to address as part 
of the development of its data analysis process in 
the design of a contamination warning system.  
The appropriate amount of baseline data needed 
will depend on the specific contamination 
monitoring technology being used and the 
variance of the resulting data.  Most utilities and 
manufacturers are typically developing a year of 
baseline data to capture seasonal water quality 
variations before starting any “real” data analysis.  
Smaller variation in the data will allow for a lesser 
amount of baseline data.   
 
Many statistical approaches could be used for data 
analysis.  Such approaches include, but are not 
limited, to: 
 

• Single data validation; 

• Gap filling; 

• Range checking; 

• Rate of change checking; and 

• Running variance checking. 
 
Determining the appropriate statistical approach is 
not a simple decision, and the appropriate 
approach may depend on the triggers used that 
will be discussed in the next section of this report.  
But this approach should be developed as part of 
the design of a contamination warning system, 
and should not be an afterthought.  More details 
on specific statistical techniques for data analysis 
can be found in the ASCE guidance previously 
discussed and in the AWWA Research 
Foundation (AwwaRF) book, Online Monitoring 
for Drinking Water Utilities.   
 
Next Steps 

• Emphasize the development of data 
integration technologies/systems; 

• Develop security protocols for 
communication from remote sensors 
network; 

• Consider who performs data analysis 
and how data should be assimilated; and 

• Examination of statistical variability 
issues. 
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ALARMS AND/OR TRIGGERS  
What would constitute an alarm? 

 
 
Once the utility has collected the monitoring data 
and has confidence in the data, the utility needs to 
determine if an alarm or trigger is necessary.  
Again, this determination will depend on the 
contamination monitoring technology being used 
and can either be manual or automated.  As 
previously discussed, a manual process could be 
subjective, as opposed to an automated process 
that would likely be more objective.  However, 
even with an automated process, some human 
oversight will still be needed, and that human 
element should not be underestimated. 
 
The human element in alarms should be addressed 
through development of standard operation 
procedures (SOPs) for the alarms.  The SOPs 
would clearly spell out what responses would be 
needed for the alarms and/or triggers.  It is likely 
that there will be different responses for different 
triggers, i.e., tiered responses based on tiered 
alarms.  Different responses for different alarms 
and/or triggers will be discussed further in the 
next section of this report.     
 
The issues of false positives and false negatives 
are two critical issues in the design and 
implementation of a contamination warning 
system.  False positives, i.e., sounding an alarm 
when there has been no contamination, will tend 
to desensitize the decision-makers and the public.  
One can only “Cry Wolf!” so many times.  False 
negatives, i.e., not detecting contamination when 
it is present, are also problematic, as nobody 

wants to miss a true contamination event.  More 
work is needed to better understand the 
sociological element of false alarms.   
 
The development of the appropriate statistics for 
determining appropriate false positive and false 
negative rates is complex and confusing.  In the 
September 2004 Journal AWWA, Hrudy and 
Rizak developed a 2X2 contingency table 
combining the probability of a rare event (like a 
potential contamination event) with typical false 
positives/false negative rates.  They concluded 
that the ability to correctly predict danger with a 
single source of screening evidence (like the 
results from online monitoring) would be poor for 
extremely rare events, such as a terrorist attack.  
For example, their research concluded that there 
would be a 1% positive predictive value (the 
chance of picking up a contamination event) with 
a hazard frequency of 1/10,000, assuming a 1% 
false positive rate and a 1% false negative rate 
(which is extremely optimistic at this time).   This 
relationship is linear, so the positive predictive 
value would decrease for more rare events such as 
a terrorist attack.  The predictive value for a 
drinking water contamination event could be as 
high as one in billion or one in a trillion or even 
higher.  Developing the probability of a drinking 
water contamination event would not be a simple 
task.  More statistical work is needed to extend 
this analysis and to better understand acceptable 
false positive and false negative rates, and to 
better understand the implications to utilities, to 
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the decision-makers, and to the public from false 
positives.   
 
Some have suggested that an appropriate false 
positive/false negative rate should tie back to 
EPA’s acceptable risk level of 1/10,000.   
Assuming a six-parameter physical and chemical 
probe transmitting data back to a central location 
every minute, this would translate to an alarm 
once a week.  This alarm frequency may or may 
not be acceptable to utilities, to the decision-
makers, and to the public. 
 

Next Steps 

• Development of guidelines for setting 
alarms/trigger based on specificity of 
source data/technology 

o Contamination-agent specific;   

o Surrogate – 3σ  has been 
suggested, but is this appropriate 
or what does it mean in terms of 
false alarms, i.e, more Hrudy and 
Rizak-type analysis  

o Change – a trigger of prompt for 
other confirmatory/investigative 
response 
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RESPONSE  
What do we do when the alarm goes off?   
 
Once the utility has collected the monitoring data, 
has confidence in the data, and an alarm has been 
triggered based on something unusual, the utility 
needs to determine the appropriate response to 
that alarm.  The appropriate response when an 
alarm goes off is critical.  Clearly, no water utility 
should purchase any contamination monitoring 
technology without having a response plan in 
place that has been tested and exercised. Such a 
plan must include details on how decisions will be 
made and what actions will be taken when the 
alarm goes off.  This point cannot be emphasized 
enough--a utility should not be influenced to buy 
the latest “gadget” unless they have a plan in 
place for what they are going to down when the 
alarm goes off.  Having the appropriate response 
plan is an important consideration for utilities to 
balance when they are being pressured to 
purchase new monitoring technologies.   
 
Tiered responses are appropriate for a 
contaminant event based the amount and the 
different types of information.  Again, the types of 
information to be factored into the responses 
include: 
 

• Water quality, including online, grab, 
and compliance sampling; 

• Customer complaints; 

• Public health disease and syndromic 
surveillance data; 

• Physical security breach information; 

• Eyewitness accounts; and 

• Notification by either the perpetrator, 
the media, or law enforcement. 

 
For example, something unusual from an online 
monitoring system might trigger sending utility 
staff out to take a grab sample and/or an internal 
check of customer complaint data.  Something 
unusual from an online monitoring system near a 
storage tank and an eyewitness account of a non-
utility truck at that storage tank might trigger 
sending utility staff to survey the storage tank site 
and/or notification of local law enforcement.     
 
EPA developed a Response Protocol Toolbox 
(RPTB) to assist utilities in development of a 
contamination Emergency Response Plan (ERP).  
The RPTB can be found at 
http://cfpub.epa.gov/safewater/watersecurity/respo
nse_toolbox. The RPTB should be the starting 
point for utilities in the development of a tiered 
response plan for a contamination event.  
However, it should be noted that the RPTB is 
relatively lengthy, and will require a fair amount 
of staff time to read and integrate into a 
contamination ERP.    
 
Contamination ERPs should be clearly related to 
the Emergency Response Plan (ERP) developed 
for a natural event, such as a hurricane or flood.  
Obviously, there are significant differences 
between a contamination event and a natural 
event.  It would be very clear when a hurricane or 
flood hit a water treatment plant; therefore, 
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making the appropriate decisions on how to 
respond would also be clear.  A water 
contamination event may, or may not, provide 
such clarity.  It may, or may not, be immediately 
clear whether a contamination event has occurred.  
Additional information, such as physical evidence 
or a threatening phone call, along with any 
monitoring data, will need to be factored into the 
decision-making process.  The process for the 
collection of this additional information should be 
part of the tiered response plan.   
 
The tiered response plan becomes much more 
complex once it goes outside of the utility to 
outside agencies, such as public health officials 
and first responders.  Training and 
communications between agencies, particularly 
outside agencies, is critical.  Clear 
communications plans, using all potential modes 
of communication (phone, fax, cell phones, 
personal digital assistants [PDAs], radios), need to 

be part of SOPs.  And these plans need to be 
tested regularly through realistic tabletop 
exercises. 
   
Next Steps 

• Develop criteria for determining 
appropriate level of response; 

• Identify operational adjustments that 
may be appropriate under various 
scenarios; 

• Support and development of 
communication strategies and tools to 
support response action; and 

• Education of key decision makers that 
are external to daily operations of water 
utility. 
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CONCLUSIONS AND RECOMMENDATIONS  
 
Many water utilities are struggling to design and 
implement water contamination warning systems 
for a potential contamination event as a result of 
what they learned in their VA.  Many questions 
still need to be answered on the following issues: 
 

• The appropriate monitoring technology; 

• What contaminant(s) to monitor; 

• How often to monitor; 

• Where to locate the sensors; 

• How to maintain a network of sensors; 

• How to analyze the monitoring data; 

• What are the appropriate triggers for 
specific responses; 

• What are the appropriate responses; and 

• How do you translate all of this 
monitoring data (and other data) into 
actionable information for the decision-
makers? 

 
EPA, DHS, and the water sector have made 
significant progress in improving drinking water 
security.  More than 8,000 water systems serving 
more than 80% of the U.S. population have 
completed vulnerability assessments (VAs) and 
have updated their Emergency Response Plans 
(ERPs) to address the findings in their VAs.  
Developing water contamination information 
systems is just one component, albeit an important 
one, of an overall security plan for water systems.  
EPA, DHS, and the water sector need to continue 
their collaboration to continue to improve water 
security. Listed below are a few recommendations 
for continuing that collaboration: 

• EPA and DHS need to work closely 
with the water sector in the development 
and implantation of Water Sentinel on 
such issues as the appropriate 
monitoring technologies, sensor 
locations, the statistical techniques used 
to analyze the data, and the appropriate 
responses; 

 
• EPA and DHS need to collaborate with 

the water sector to design and 
implement an evaluation and testing 
program for contamination monitoring 
technologies that provides reportable 
and comparative performance 
information; and 

 
• EPA and DHS need to collaborate with 

the water sector to design and 
implement a process for the evaluation, 
classification, and distribution of the 
sensitive security information, as no 
such process currently exists. 

 
In addition to the above bullets, other “next steps” 
have been previously identified in each section of 
this report.  All of these steps need to be 
integrated into a comprehensive research program 
for contamination warning systems.  This research 
program will take multiple years and will require 
a significant investment to ensure that decision 
makers are provide with the best available 
information to prepare for and take appropriate 
response actions should an incident occur. 
 
While America’s water utilities are safe today, 
they are not immune to a terrorist attack in the 
form of physical destruction or contamination.  
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And a successful attack on the water supply, while 
unlikely, could be catastrophic.  A secure water 
supply is really a cornerstone of homeland 
security.  A reliable supply of safe drinking water 
is necessary to maintain public health and viable 

economy. It is also necessary for containment of 
fires in the community. With continued 
collaboration, EPA, DHS, and the water sector 
can assure that America’s water supply remains 
the safest in the world. 
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RESOURCES
 
 
AwwaRF (2001) Design of Early Warning and Predictive Source-Water Monitoring Systems - Report 
provides guidance and software tools to design and implement early warning monitoring systems in 
source waters. 
 
AwwaRf (2002) Online Monitoring for Drinking Water Utilities - Report provides information about 
available online monitoring technologies for the drinking water industry. 
 
ASCE (2004) Guidelines for Designing an Online Contaminant Monitoring System– Report provide 
information on designing online contaminant monitoring systems, including assessing the need for a 
monitoring system, locating instruments and sensors and responding to suspected contamination events 
 
Calles, J. et al, 2005.  Early Warning Surveillance of Drinking Water by Photoionization/Mass 
Spectrometry.  Jour. AWWA, 97:1:62.   
 
EPA (2004) Office of Research and Development, ICF Consulting, Draft - Review of State-of-the-Art 
Early Warning Systems for Drinking Water  – Report provides a survey of Early Warning Systems that 
could be employed in protecting finished water supplies and distribution systems. 
 
EPA (2004) Office of Research and Development, Shaw Environmental, Draft Report 
Evaluation of Water Quality Sensors in Distribution Systems; May 2004  

EPA (2004) Office of Research and Development, Shaw Environmental, Draft Report: Water Quality 
Sensor Responses to Chemical and Biological Warfare Agent Simulants in Water Distribution Systems; 
July 2004. 

State, S. et al, 2004.  Rapid Analytical Techniques for Drinking Water Security Investigations.  Jour. 
AWWA, 96:1:52. 

States, S. et al, 2003.  Utility-based Analytical Methods to Ensure Public Water Supply Security.  Jour. 
AWWA, 95:4:103. 
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303.794.7711 
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Government Affairs Office 
 
1401 New York Avenue, NW, Suite 640 
Washington, DC  20005 
202.628.8303 
 
Fax: 202.628.2846 
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