
     

 

WELCOME TO THE OCTOBER 2010 EDITION OF THE IP’s CONTINUITY NEWSLETTER 

 

INFRASTRUCTURE PROTECTION 

The S’COOP 

IP’s Monthly Continuity Newsletter 

The goal of The S’COOP newsletter is to provide IP staff with a monthly update on IP’s continuity 

program, facility planning, family support, disaster preparation, logistics, employee emergency   

preparedness, and pandemic influenza planning. 

 

University Discovers New Cost-Effective Application of RFID  

Tags for Infrastructure Protection Against Chemical, Biological,             

or Radiological Agents  
 

Most are familiar with the many uses of Radio Frequency Identification 

(RFID) tag technology in our daily existence, from enterprise supply chain 

tracking, management, and sales; to transportation, security, and bank card 

applications.  In August 2010, Computer World magazine reported the find-

ings of a research team at North Carolina State University’s Department of 

Electrical and Computer Engineering.  The team has discovered that a small, 

inexpensive RFID tag could be used to transmit data to a RFID reader from 

any temperature sensor, smoke detector, carbon monoxide monitor, or sensor 

to detect chemical, biological, or radiological agents in a large building. 
 

The university team found that by placing a RFID tag inside a metal heating, 

ventilation, and air conditioning duct, the duct acted as an electromagnetic 

waveguide, enabling the tag to greatly increase the tag’s ultra-high frequency 

(UHF) radio signal up to 30 meters (99 feet) (unlike RFID tags in open space 

which typically propagate only five to 10 meters (33 feet)). Passive RFID 

tags, which have no battery, and require an external source to provoke signal 

transmission, were used in the research.  Using RFID tags with electronic  

sensors for chemical, biological, or radiological detection in buildings was 

viewed by the head researcher as an “immediately economically viable”    

solution to the otherwise costly installation of wiring required to connect the 

building’s various sensors.        (Continued on Page 6) 

 

LEADERSHIP CORNER 

Todd M. Keil                 

Assistant Secretary 

Office of  Infrastructure 

Protection 

Supreme Court’s Decision Rules on Federal Law Barring Material   

Support to Foreign Terrorist Organizations Covering “All Forms of Aid” 
 

The Supreme Court ruled that the government may prohibit ―all forms of aid‖ to designated terrorist groups, ―even if the support 

consists of training and advice about entirely peaceful and legal activities.”  Chief Justice John Roberts stated in his majority 

opinion that material support intended even for benign purposes could help terrorist groups in other ways such as freeing-up 

other resources within the terrorist organization that could be used for violent purposes. 
 

The case before the court involved aid groups that trained a Kurdish group in Turkey on how to bring human rights complaints to 

the United Nations (UN).  The aid groups also assisted them in peace negotiations but suspended activities when  (Continued on Page 6) 

Throughout the country, our media is filled 

with stories of both natural and preventable 

disasters.  We are disturbed and saddened by 

these tragedies when we hear of them, but 

often fail to visualize how such an incident 

could one day be our own personal tragedy.  

 The reality is that disasters can occur anytime 

and anywhere—no one is immune!  The key 

to staying safe is taking personal responsibil-

ity for preparing yourself and your family  

before the unexpected occurs. 

If you did not have the opportunity to institute 

preparedness planning activities during 

―National Preparedness Month,” please take 

time to prepare you and your family now.  

Throughout the year, the Infrastructure Pro-

tection office (IP), in conjunction with the  

(Continued on Page 8) 

www.ready.gov 

Prepare because you care... 

http://www.ready.gov
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The United States continues to face a persistent terrorist threat from al-

Qa’ida, al-Qa’ida’s key regional affiliates, and homegrown violent 

extremists.  The threat is evolving in several ways that make it more 

difficult for law enforcement or the intelligence community to detect 

and disrupt plots.   
 

Traditionally, terrorists looked for high impact targets where they 

could avoid detection before or after an attack.  Examples of high impact tar-

gets are: international airports, large cities, major public events, resorts, and 

high-profile U.S. landmarks.  However, collective intelligence indicates that 

terrorist threats are evolving to other methodologies to include: changes in the 

sources of the threat; planned methods for carrying out the act; and the types 

of targets they seek to attack. 
 

The mass transportation sector continues to be a favored target such as com-

mercial aviation and mass transit/passenger rail which serve thousands of peo-

ple every day, operate on predictable schedules, and have many access points 

(appealing characteristics of a target to terrorists).  Hotels also provide easy 

general public access.  While most public places and critical infrastructure 

face some level of risk of attack in today’s environment, U.S. shipping ports 

and chemical facilities continue to be of general risk concern.  
 

Now the threats come from a broader range of groups and regions.  Of spe-

cific concern are “homegrown” terrorists—a new and evolving facet of ter-

rorist threats to the homeland.   Homegrown terrorist operatives are English-

speaking American citizens, familiar with Western and American culture and 

security       practices, and have evolved into a learned U.S. anti-American 

racial extremist that is based in this country.  Approximately two-dozen 

Americans have been arrested on terror charges since 2009.  Analysis of those arrested indicate that there is no ―typical‖ pro-

file of a homegrown terrorist.  We also do not know how individuals come to adopt violent extremist beliefs and succumb  

 

BE AWARE OF YOUR SURROUNDINGS AT ALL TIMES!   

IP’s Homeland Infrastructure Threat and Risk Analysis Center (HITRAC) 
 

HITRAC’s mission is to assess how terrorist threats and attacks, natural hazards, and other events impact the infrastructure 

protection community’s risk environment.  Recent HITRAC assessments of evolving terrorist threats, terrorist incidents, 

and terrorist attack scenarios include the following: 
 

(U) “Attack on Russian Power Station,” Joint IP & I&A Infrastructure Protection Note, 12 August 2010 

(U) “Reducing the Vulnerability of the U.S. Food Supply to Intentional Contamination,”  

  Joint IP & I&A Infrastructure Protection Note, 10 August 2010 

(U) “Infrastructure Protection Note: Urea Nitrate,” 7 July 2010 

(U) “Infrastructure Protection Note: Evolving Threats to the Homeland,” 24 May 2010 

(U) “Infrastructure Protection Note: Ricin,” 23 April 2010 

(U) “Infrastructure Protection Note: Botulinum Toxin (Small-Scale Attacks),” 23 April 2010 

(U) “Infrastructure Protection Note: Cynanide,” 23 April 2010 

(U) “Infrastructure Protection Note: Amonium Nitrate Based Explosives,” 12 May 2010 
 

These products, along with all recent HITRAC productions, can be found at the Homeland Security Information Network, 

accessed at:  https://cs.hsin.gov.  For more information about HITRAC, contact risk@hq.dhs.gov. 
 

A Snapshot of Evolving Terrorism in the U.S. 

(Continued on Page 8) 

IF YOU SEE WHAT APPEARS TO BE A 

DANGEROUS SITUATION— CALL 911!  
 

Explain your concerns with the 911 operator.   

Remain calm, take time to think, observe, and 

report accurate details of the situation.  The 

operator will help determine what actions 

should be taken. 

https://cs.hsin.gov
mailto:risk@hq.dhs.gov
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If there is a potential bomb threat —

take the following precautions: 

 Do not use a radio or cellular phone for any purpose 

until advised it is safe by authorities. 

 Do not use elevators—use the stairway. 

 Evacuate the building site by 300 feet. 

 If in the building, stay low to the floor at all times to 

protect against smoke and poisonous gases that nor-

mally first collect along the ceiling. 

 Cover nose and mouth with a cloth/clothes. 

 If trapped, tap on a pipe/wall so rescuers can locate 

you—shouting causes fume inhalation. 

DHS National “See Something, Say Something” Campaign 

In today’s evolving threat landscape, a police officer on the beat is as valuable as an         

intelligence analyst in Washington, D.C., in detecting an attack or attack planning in their 

assigned jurisdiction. DHS also knows that information-driven, community-oriented         

approaches led by local police departments have been very successful in reducing violence 

in many American communities.  In accordance with that theory, the DHS ―See Something, 

Say Something‖ campaign (originally implemented by New York City’s Metropolitan Tran-

sit Authority funded under a partial DHS grant) is intended to raise public awareness of po-

tential indicators of acts of terrorism, crime, and other threats to the homeland.  The nation-

wide campaign emphasizes the importance of reporting suspicious activity to the proper law 

enforcement authorities.   
 

The campaign also complements the department’s national Suspicious Activity Reporting 

initiative (SAR).  SAR establishes a standard process for law enforcement to identify and 

report suspicious incidents or activity and share the information nationally with their home-

land security partners so it can be analyzed to identify new and evolving threats. 
 

Community leaders have played a vital role in countering violent extremism.  Many have helped disrupt plots and have spoken 

out against violent extremism.  In the coming months, through public education materials, advertisements, and other outreach 

tools, DHS will be expanding the “See Something, Say Something” campaign to travelers, businesses, community organiza-

tions, and public/private sector employees to further engage Americans to play an active role in keeping our country safe. 

“Homeland security begins with      

hometown security…” 
 

DHS Secretary Janet Napolitano   

ACTING ON RECEIVING A BOMB THREAT 

 REMAIN CALM! 

 Gain As Much Information As Possible  

 Listen For:   

 Background Noise  

 Voice/Speech Style 

 Ask: 

 Location of Bomb 

 Type of Bomb/Appearance? 

 When Will It Explode?  

 What Will Activate It? 

 

USING A DIFFERENT PHONE  - Report by calling 911.   

Identifying Suspicious Mail 

 or Packages 
 

 Oddly or incorrectly addressed  

 Unusual writing or printing 

 No return address 

 Has common words misspelled 

 Excessive or no postage 

 Unusual shape, bulk/weight,   
and/or excessive tape 

 Oily/wet stains, odd smell, or 
powder 

 Mail/package in odd location 
 

Appropriate Actions: 

 Do Not Open, Move, Shake, 
Smell, or Taste Content. 

 Contact 911 Immediately! 

Hot link to printable 

11‖ x 17‖ poster. 

http://www.usps.com/news/_pdf/poster.pdf
http://www.usps.com/news/_pdf/poster.pdf
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A national renewed interest in 

terrorism preparedness em-

braced the Nation at all levels 

of government and non-

governmental civic and private 

organizations following the 

devastating September 11, 2001 attacks; but efforts to en-

gage the general public at the individual citizen/household 

level fell short.  This Part II report of the survey’s findings 

highlights the public’s thoughts, perceptions, and behaviors 

related to man-made disaster and terrorism preparedness.   

 

In a national sampling of 4,461 U.S. households, with a 

95% confidence level of accuracy based on U.S. Census 

population estimates, only 33 percent of the respondents 

were familiar with information regarding local hazards in 

their area.  Survey findings were also consistent in other 

similar areas where only 23 percent believed that they 

would be exposed to a hazardous materials incident; and 

their knowledge of what to do in the first five minutes after 

a radiological, explosion, or chemical release ranged from 

21 percent, to 26 percent, and 31 percent respectively.  

Only 14 percent of the individuals surveyed felt a terrorist 

act would ever occur in their community.  These statistics 

were also echoed in the participation in public organized 

drills.  Only 27 percent of those surveyed have ever partici-

pated in a workplace shelter-in-place drill; and only 13  

percent had participated in a school shelter-in-place drill. 

 

The primary reason that participants identified for not    

preparing (30%) was they believed emergency responders 

would assist them in the event of a disaster.  Sixty percent 

of those participating expected to rely on emergency      

responders in the first 72 hours following a disaster.  Addi-

tionally, while there has been extensive efforts by Federal, 

State, and local government entities to promote public dis-

aster awareness, most (60 percent) did not believe their 

communities would ever be affected by any type of disas-

ter.  Other primary reasons for lack of preparedness       

included lack of knowledge (24%), and lack of time (26%).  

 

The overall survey findings glaringly reflected the need to 

convey to the public a more realistic understanding of 

emergency response capacity; and the need to emphasize 

the importance of self-reliance.  As in many other DHS 

programs, future emergency preparedness messaging needs 

to stress shared responsibility and civic engagement for a 

more resilient community.   

 

PART II:  “Man-Made” Disaster and Terrorism Preparedness 

Findings of the 2009 Citizen Corps National Survey*  

 

Highlights of the 2009 Survey Covering         

“Man-Made Disasters”* 
 

 Participants rated that the impact of an act of terrorism in their   

community would be greater than a natural disaster (58% to 
49% respectively). 

 Only three out of every ten individuals believed that a hazard-

ous materials accident would have a severe impact on their 
community. 

 In assessing preparedness for acts of terrorism, 60 percent 

believed that preparation, planning, and supplies would help 
them in contrast to 34 percent who believed that personal 
preparation would not help much at all. 

 Consistent with the 2007 survey, 50% reported familiarity with 

community alerts and warning systems, and only 38% knew 
where to access official sources of public safety information.  

 Only 59% of those who have school-age children were aware of 

the school’s emergency or evacuation plan. 

 Participants reported little familiarity with community evacuation 

routes (28%), and designated community shelters (30%). Rural 
residents were most familiar with community plans. 

 Forty-percent of the respondents indicated that they would need 

help to evacuate or get to a shelter—50% of those needing help 
cited transportation as the primary reason. 

 While urban residents were not as confident in their ability to act 

in the event of a disaster, they were significantly more willing to 
take a 20-hour disaster recovery training course. 

 Survey respondents over the age of 55 (43%) were significantly  

less likely to prepare for disasters due to reliance on first re-
sponders. 

 Too few people had stocked disaster supplies (Home—57%, 

Workplace—45%, and Car—34%), and most supplies were 
incomplete. Critical all-hazards preparedness items that      
participants ranked the lowest were: flashlights (42%), battery 
powered radios (20%), batteries (27%), first aid kits (39%), and 
personal documents (1%).  Statistics highlighted the need for 
more emphasis on the importance of stocking very basic disas-
ter supplies in multiple locations. 

 Overall, the survey reflected that the individuals’ high expecta-

tions of assistance from emergency responders appeared to 
inhibit individual preparedness efforts.  Clearly, there is a real 
need to communicate more realistic expectations and self-
reliance. 

 
 

*Part II— of a three-part report on the survey findings.  Next month—Part III, 
Preparedness for a Contagious Disease Outbreak 

When all is measured, it is the toll on 
human life and our way of life that 

makes resilience a crucial endeavor! 
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REACH OUT TO: 
Police—39% 

Fire Department—19% 

Family, Friends, or Neighbors—16% 

Hospital—10% 

 

METHOD OF CONTACT: 
Phone or Cell Phone—42% 

Digital Media—18% 

Walk or Drive—16% 

Text Message—4% 

More than two-thirds agreed that response 

agencies should regularly monitor and   
respond to postings on their websites. 

13%

22%

16% 28%

21%

Definitely Would

Definitely

Would Not

Probably

Would Not

Might Or

Might Not

Probably Would

In an area-wide emergency, nearly half of

those surveyed would use social media

to let their family and friends know that

they were safe.

16%

19%

10%
28%

27%

Other

Less than

15 Minutes

15 to 30

 Minutes

30 Minutes

To One Hour

30 Minutes to

One Hours

Three out of four respondents 

would expect help to arrive

within the hour.

About the statistics:  Survey statistics obtained from a July 2010, online survey of 1,058 respondents 
represent the U.S. population aged 18 and older.  Respondents with children at home were more likely   
to use social media than those without children (81% vs.67%).  Those in the 18-34 age group use online 
communities or social  networks more than the 35+ age group (89% vs.65%). Additionally, college gradu-
ates were more likely to use social media than those with some college or less (78% vs. 67%). 

Around the country social media tools represent a great     

opportunity for better situational awareness and more 

timely response to the specific needs of those in emer-

gency situations.  The vast array of applications (many 

free) can be leveraged at all phases of the disaster life 

cycle by emergency organizations and the general public 

alike.  The top social media sources identified by the Red 

Cross survey were:  TV news (63%), Local radio station 

(44%), Online (Internet) news (37%), Facebook (14%), 

NOAA weather radio (13%), Local utility or Government 

website (12%), and Online disaster agencies—FEMA, 

Red Cross, etc. (10%).  As social media becomes more a 

part of our daily lives, and people turn to it during emer-

gencies as well, FEMA’s Director, Craig Fugate, has 

publically announced that FEMA has made the use of 

social media and mobile technology a priority in FEMA’s 

public outreach.  However, there are some known      

challenges to disaster reporting through social media.  

Unofficial sources are also using the same application 

and inaccurately reporting information, but overall,  

emergency managers found that ―collective social intelli-

gence‖ has proved invaluable in helping to identify initial 

locations and the type of incident prior to dispatching 

personne1. 

About half of the respondents would sign up for 

emails, text alerts, or applications to receive 
emergency information on the location of food, 

water, evacuation routes, shelter locations, road 
closures, medical services, gas, and prepared-

ness information. 
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(Continued from Page 1) 

New RFID Tag Application    

for Infrastructure Protection 

Against Chemical, Biological,  

or Radiological Agents  
 

More on the technology…      

Currently, there are three key   

factors driving a significant in-

crease in RFID technology usage:  

cost reduction of equipment and tags, increase in perform-

ance and reliability to 99.9 percent, and a stable international 

standard of UHF radio signals.  Also, a trend toward  in-

creasing RFID miniaturization is expected to continue as 

technology advances.  How small can a RFID micro trans-

mitter get?  In 2009, researchers at Bristol University      

successfully glued RFID micro transponders to live ants to 

study their behavior!  However, Hitachi holds the record for 

the smallest RFID chip, at 0.05mm x 0.05mm.  Technologi-

cal advances are also driving the cost of RFID tags down, in 

March 2010, a Korean laboratory successfully created a 

printed chip that will half the price of a passive UHF RFID 

tag to about three cents (U.S.) by late 2011. 
 

Governance...There is no global public body that governs 

the frequencies used for RFID.  Every country sets their own 

regulations.  The Federal Communications Commission is 

the U.S. regulating body for RFID.  RFIDs used in the U.S. 

are currently incompatible with those of Europe or Japan.   
 

The U.S. Department of Defense manages the largest de-

ployment of RFID active tags which are attached to more 

than a million shipping containers travelling outside the con-

tinental U.S. 
 

Historical Tidbits...  Early inventions exploring RFID appli-

cation theories date back to 1915, when the United Kingdom 

invented the ―Identification of Friend or Foe‖ transponder 

which was used by allies in World War II to identify aircraft 

as friend or foe—a technology still in use by aircraft today.  

In 1945, a Russian inventor applied the same RFID passive 

radio wave theory with sound waves to produce a covert 

listening device. And in 1973, a U.S. inventor developed a 

passive radio transponder with memory to use as a transpor-

tation/automated toll system device for the New York Port 

Authority—the RFID technology most akin to today’s RFID 

tag. 
 

(Continued from Page 1) 
Supreme Court Rules On    

Federal Law Question Barring “All Forms of Aid”   

as Material Support to Foreign Terrorist  Organizations 
 

the U.S. designated the group as a terrorist organization in 1997.  Judge Roberts referred to an 

incident where the UN was forced to close a refugee camp in northern Iraq, near the Turkish bor-

der, because it had come under the Kurdish terrorist group’s control, believing the aid groups’ training and advice on how to 

work with the UN could have helped the terrorist group’s efforts to use the UN camp as a base for terrorist activities. 
 

The Obama Administration has viewed the material support law as one of the most important legal tools for fighting terror-

ism.  The U.S. law has been used approximately 150 times since September 11, 2001, resulting in 75 convictions.  Unlike the 

above Supreme Court case, most cases involved money or other substantial terrorist group support.  Currently, there are over 

40 world-wide terrorist group organizations identified on the U.S. State Department list.  (Source:  NY Times) 

RFID TAGS 

In honor of National Preparedness 

Month, and in support of IP’s goal 

of providing a foundation for   

continuously improving IP staff 

preparedness, CPIMD-BCEP 

sponsored a variety of emergency 

preparedness activities throughout September.  These events 

served to endorse and promote the notion of emergency pre-

paredness both in the home and at the workplace. 
 

BCEP’s September emergency preparedness events kicked 

off on the 14th with an ―Evacuating and Shelter-in-Place‖ 

brown bag.  During the event, the BCEP team discussed the 

recent updates to the Ballston One Occupant Emergency Plan 

(OEP) and addressed staffing, execution, and other considera-

tions.   Those in attendance included the Ballston One Chief 

Fire Warden , the BCEP team, and a number of IP staff.  The 

Ballston One OEP, OEP Quick Reference Guide book marks, 

and personal /business “Go-Kit” reference guides were dis-

tributed to attendees. 
 

IP BCEP also hosted three ―Emergency Preparedness Display 

Booth‖ events (Crystal Park 5—September 16th,  and Ball-

ston One— September 21st & 24th).  During these events, the 

BCEP team distributed emergency preparedness publications, 

resources, and giveaways for IP personnel, and fielded a 

range of questions regarding personal and business prepared-

ness.  On display were sample business and personal         

“Go-Kits,” satellite phones, and a number of other emer-

gency preparedness items. The issues addressed throughout 

these events focused on IP personnel-specific considerations 

for preparedness in the home and 

at the workplace, preparedness 

resources available within IP, 

preparations for personal and 

widespread health issues, and 

personal/family preparedness. 
 

If you were unable to attend    

any of these events, and are interested in receiving materials, 

contact BCEP team representative Matthew Zehner at:   

Matthew.Zehner@associates.hq.dhs.gov 

CPIMD’s Business Continuity 

and Emergency Preparedness 

Branch (BCEP) Sponsors   

Employee Preparedness Events  

mailto:matthew.zehner@associates.hq.dhs.gov
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CPIMD READINESS BRANCH  

UPCOMING EXERCISE EVENTS 

Ms. Casey Ateah 

Program Manager 

Readiness, CPIMD, IP 

Office:  703-235-4007 

For General IP Exercise Inquiries Email:  ip.exercise@hq.dhs.gov 

For Private Sector Coordination Email:  private.sectorNLE@hq.dhs.gov 

NPPD ERG “Readiness Thursdays” - Continuing  

NPPD will be continuing “Readiness Thursdays” at its primary COOP ERS (BLDG 230, Mount Weather Emergency Operations Center 

(MWEOC)). NPPD COOP Emergency Response Group (ERG) members will have regular opportunities to increase their familiarity with 

the ERS, test communications, pre-position vital documents, and ensure their ability to fully function from their assigned ERS workstations.  

These events are intended to ensure ERG members are fully capable of operating from their designated NPPD COOP ERS.  ERG members 

who need more familiarity with the primary NPPD COOP ERS, or those who have had difficulty logging on to a workstation, mapping 

printers/drives, etc., can receive one-on-one assistance from the onsite NPPD Business Continuity and Emergency Preparedness (BCEP) 

staff.  It is the responsibility of each NPPD COOP ERG member to determine if participation in one or more “Readiness Thursdays” is 

necessary to ensure their ability to conduct mission essential functions from their designated ERS.   

 

For “Readiness Thursdays” coordination or questions, please contact the NPPD BCEP staff onsite 

 Coordinator, Paul Feeney, at: 571.258.2828, or 202.384.5989, or by email at: paul.feeney@associates.hq.dhs.gov.  

 National Level Exercise 11 IP Objective Development Meeting – October 5, 2010 

 National Level Exercise 11 IP Division Mid Planning Conference - October 12, 2010 

 Oil and Natural Gas Sector Information Sharing Environment Table Top Exercise Final 

Planning Conference – October 15, 2010 

 IP Training Awareness Course – October 19-20, 2010 

 National Level Exercise 11 IP Division Master Scenario Events List Development – 

October 26, 2010 

mailto:ip.exercise@hq.dhs.gov
mailto:private.sectorNLE@hq.dhs.gov
mailto:paul.feeney@associates.hq.dhs.gov
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LEADERSHIP CORNER 

 
OASIP: Biff Brown 

 

POD:    John Dragseth 
 

PSCD:  Wilhelm Bauer 
 

IICD:    Jackie Miller 

CPIMD:  Rena Holland 
    (NICC - Shannon Brown) 
 

 IASD:    Don Grinder 
 

 ISCD:   Josiah Hortega 
 

 SSA EMO:  Kristen Kilby 

IP DIVISION 

 COOP POCS 

Todd Keil 

EMPLOYEE ACCOUNTABILITY GUIDELINES: 

U.S. Department of Homeland Security’s year-long national 

preparedness campaign and Ready.gov activities, has developed 

a family-friendly guide:  “Don’t Let Disaster Rain On You!” to 

assist you and your family in planning for an emergency or up-

dating your family’s existing plan.  There is no better time than now to engage 

your family in preparedness activities as a team.  It is very empowering to all fam-

ily members knowing that loved ones will be able to confidently and safely re-

spond to an emergency situation.   Use this guide to help you and your family de-

termine the best plan-of-action to be prepared— remember, every family member 

has a role!  Also, it is important that all family members periodically practice 

throughout the year their designated preparedness activities as a team to experience 

and remind loved ones of the various outlined responses to different types of disas-

ters.  

 

This year was the seventh annual year for national recognition of “National Pre-

paredness Month.‖  A record number of more than 1,900 national, regional, tribal, 

state and local organizations, and businesses pledged their support for communities 

to work together and take action to prepare for emergencies through the DHS 

Ready.Gov  ―all hazards‖ program.  IP encourages you to support DHS’ vision of 

building a culture of preparedness at home, among your neighbors, friends, and 

community by sharing this new resource. A more realistic general public under-

standing of emergency response capacity is very much needed at the community 

level to successfully prepare Americans for the unexpected.  In sharing this new 

resource, and stressing the importance of self reliance, shared responsibility, and 

civic engagement, you and your loved-ones will also benefit by a 

more resilient community.   

Thank you in advance for your commitment to prepare, and for 

your dedicated service to IP’s mission for building a safe, secure, 

and resilient America. 

During a Continuity of Government   Readiness Condition (COGCON) change, all IP personnel are expected to report their current 
status via the HSIN IP COOP portal:  

(https://government.hsin.gov/sites/FedOperations/NOC/COOP/IP).  
 

If you are unable to log-on during an emergency, you may send an email to your division’s COOP mailbox (e.g. CPIMD-COOP@dhs.gov, 
ISCD-COOP@dhs.gov, etc.).  If you have forgotten your user name or password, contact the 24/7 hour HSIN Helpdesk at:: 
HSIN.Helpdesk@dhs.gov.  If you do not have access to the HSIN IP COOP portal, please contact your division’s COOP POC. 

(Continued from Page 1) The Evolving Threat of  

Terrorism in the U.S. 
 

to recruitment.  It is believed that 

they are inspired by the global 

jihadist movement to commit 

terrorist acts through violent ex-

tremist messages and propa-

ganda spread to U.S. citizens via 

publications, persuasive emails 

and posted video messages on 

You-Tube and alike; interna-

tional travel to terrorist training 

camps; the befriending of well-

positioned U.S. community-

based terrorist operatives; and 

through over 4,000 English-

language terrorist websites. The 

director of Interpol (International 

Criminal Police Organization) 

was quoted as saying that every 

time they take one of those web-

sites down, another one crops 

up— ―it’s like playing whack-the

-mole.‖  Also, FBI Director 

Mueller recently testified before 

Congress that, “as the Internet 

continues to shape the way 

American society engages in 

much of our daily lives and rou-

tines, so too has it had a        

profound impact on the radicali-

zation dynamic” of spreading 

extremist propaganda and re-

cruitment.  Anger over U.S. 

and Western foreign pol-

icy was also cited as among 

the reasons for increased domes-

tic radial extremism. 
 

It is expected that attempts to 

execute smaller-scaled attacks in 

the U.S. will continue to increase 

since such efforts are more diffi-

cult to detect as they require less 

pre-operational planning, fund-

ing, knowledge, and actors to 

carry out the attacks.   

(Continued from page 2) 

Hot Link to Guide 

https://government.hsin.gov/sites/FedOperations/NOC/COOP/IP
mailto:HSIN.Helpdesk@dhs.gov.
http://dhsconnect.dhs.gov/org/comp/nppd/ip/Division Main Page Content/IP Family Preparedness Guide - Don't Let Disaster Rain On You! - Sept 2010.pdf

