
 

House Bill would give DHS power to 
regulate Firms for Cybersecurity 

Rep. Bennie Thompson (D‐MS.) has introduced 
a Cybersecurity Bill that would give the 
Department of Homeland Security the Authority 
to require critical Infrastructure Firms to submit 
Cybersecurity plans to the agency. Modeled 
after the Chemical Facility Anti‐Terrorism 
Standards Act, which requires chemical plants 
to submit plans to secure facilities from terrorist 
attack, Thompson’s bill would require similar 
plans from critical infrastructure firms. 
 

For Full Story:  
http://www.infosecurity‐us.com/view/14199/h
ouse‐bill‐would‐give‐dhspower‐to‐regulate‐fir
ms‐for‐cybersecurity/  

 

 
 
 
 
 
 
  
 
 
  
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
  

Join us! 
 

Transportation Systems 
Sector Cyber Working Group 

Meeting (TSS-CWG) 
January 19, 2011 

1pm-2pm EST 
 

Transportation Research 
Board Annual Meeting 

January 24-25,  2011 
 
 

Interested? 
Contact: 

mary.merritt@tsa.dhs.gov 
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KPMG Data Loss Barometer 
Data Loss – a continuing threat in 2010 
Over the past three years, more than 500 million people have been 
affected by data loss incidents. However, for the second year in a row, 
the number of publicly disclosed data loss incidents has dropped. Despite 
this decline, 2010 brings more news of data loss, so far affecting over 15 
million people. 
 

Hard drives at risk  
As they shrink in size but grow exponentially in capacity, hard drives are 
becoming an increasing target for thieves. Well over a third of reported 
data lost through portable media has involved hard drives.  
Despite encryption technologies being freely available and easy to 
administer, it is surprising that so many unencrypted items of portable 
media are still going missing. 
 

Read more:  http://datalossbarometer.com/search.asp 
 
 

Recent data loss incidents, such as the Wikileaks have re-emphasized the 
need for improved information security.  These types of disclosure not only 
cause embarrassment to organizations, but can also put individuals at risk and 
compromise sensitive plans.  Is your company or organization safe from this 
type of disclosure?  A good question to ask is whether there is any policy and 
correlating technical control which disables the write capability of the CD or 
DVD drives on sensitive systems?  What is your policy on thumb drives? 

How the Pentagon Hopes to Prevent More 
WikiLeaks Embarrassments 
In the wake of WikiLeaks releasing hundreds of thousands of secret State 
Department memos, the Pentagon is walking back from a post-9/11 push to 
encourage more information-sharing. The Defense Department will disable 
computers' ability to "write" onto thumb drives, as well as limit who can move 
classified data onto an unclassified device. It's also working on a way to detect 
unusual or suspicious behavior, the way a credit-card company spots potential 
fraud…. 
 
"It was childishly easy," Leigh writes, noting Bradley bragged, "I would come in 
with music on a CD-RW labeled with something like 'Lady Gaga' … erase the 
music … then write a compressed split file. No one suspected a thing ... [I] had 
unprecedented access to classified networks 14 hours a day 7 days a week 
for 8+ months." 
 
For the Full Story: 
http://www.theatlanticwire.com/opinions/view/opinion/How-the-
Pentagon-Hopes-to-Prevent-More-WikiLeaks-Embarrassments-5961 
 

I have seen the future … 
 
“The problem of viruses is 
temporary and will be solved in 
two years.” 
- John McAfee, 1988 

 

mailto:mary.merritt@tsa.dhs.gov�
http://news.cnet.com/8301-1009_3-20023260-83.html�
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Kelley Bray, Branch Chief 
571-227-2198 

kelley.bray@tsa.dhs.gov 

Special thanks to the TSA Security Operations 
Center (TSOC) operated in partnership with SRA 

who have assisted with the content of  this 
newsletter. 

Mary Merritt 
571-227-5232 

Mary Merritt@tsa.dhs.gov 

 
 
Information Assurance and Cyber Security  

Division, 
Cyber Security Awareness and Outreach 

 

New ESG Research Report Points To 
Security Vulnerabilities In the US 
Critical Infrastructure 
ESG surveyed 285 security professionals working at organizations 
considered as "Critical Infrastructure and Key Resources" (CIKR) by the US 
Department of Homeland Security. Here are some key research findings:  

(1.) Sixty-eight percent of the CIKR organizations surveyed suffered 
at least 1 security breach in the last 24 months. Alarmingly, the 
organizations with the strongest security policies, procedures, 
and defenses suffered the highest number of security breaches. 
It is possible that security challenged CIKR organizations are 
under attack but lack the security skills and tools to remediate 
security incidents. 

 
(2.) Twenty percent of those surveyed rated their CIKR 

organization's security policies, procedures, and technology 
safeguards as "fair" or "poor."  

 
(3.) Seventy‐one percent of survey respondents believe that the 

threat landscape will get worse in the next 24‐36 months (26%) 
believe it will be "much worse"). 

 
(4.) Almost one‐third of respondents (31%) believe that the US 

Federal Government, "should be significantly more active with 
cyber security strategies and defenses." 

For the Full Story: 
http://www.networkworld.com/community/node/68920 

 

  Presidential 
 Proclamation 
          December 2010 shall be  
 Critical Infrastructure Protection Month 
 

During Critical Infrastructure Protection Month, we highlight the vast network 
of systems and structures that sustain the vigor and vitality of our 
Nation.  Critical infrastructure includes the assets, networks, and 
functions    both physical and virtual    essential to the security, economic 
welfare, public health, and safety of the United States. 
 

The Department of Homeland Security leads an unprecedented national 
partnership dedicated to the security and resilience of our critical 
infrastructure.  The National Infrastructure Protection Plan integrates a 
multitude of diverse stakeholders    Federal, State, local, territorial, and tribal 
governments; private sector critical infrastructure owners and operators; first 
responders; and the public    to identify and protect our infrastructure from 
hazards or attack.  These critical infrastructure partnerships continue to build 
their information-sharing capacity and develop actions that strengthen our 
Nation's preparedness, response capabilities, and recovery resource 
 

Full Story:  http://www.whitehouse.gov/the-press-office/2010/11/30/ 
presidential-proclamation-critical-infrastructure-protection-monthpower-
utility-security-92823 
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