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The American Water Works Association has announced that the J100-10 and G430-09 Standards have 
been awarded SAFETY Act designation by the U.S. Department of Homeland Security.  The 
designation carries important liability protection for the Association and for utilities which properly 
implement these standards. 
 
The Support Anti-terrorism by Fostering Effective Technologies Act of 2002 (“SAFETY Act”) was 
enacted by Congress in the wake of the terrorist attacks on September 11, 2001. Congress designed 
the SAFETY Act as an incentive for the creation and deployment of technologies and services with anti-
terrorism capabilities.  As such, under the SAFETY Act, both the entity that creates the anti-terrorism 
security measure and the entity that deploys the anti-terrorism measure are eligible for liability 
protections.  
 
The SAFETY Act approval process is administered by the Science & Technology Directorate within the 
U.S. Department of Homeland Security (“DHS”).  The DHS is charged with implementing a rigorous 
review process to determine whether a certain technology, service, or standard is effective at 
combating terrorism.  If approved by DHS, the SAFETY Act limits the liability an entity faces if the DHS-
approved technology, service, or standard is alleged to have failed or be defeated during an act of 
terrorism.  
 
What This Means for Utilities 
Utilities in the drinking water and wastewater sector now have the assurance of knowing that the J100-
10 and G430-09 Standards have been vetted by DHS and determined to be effective.  DHS has 
concluded that the proper utilization of either of these Standards will assist in effectively mitigating acts 
of terrorism from occurring at water facilities.  
 
Stakeholders are also assured that if they properly utilize either of these Standards and an act of 
terrorism occurs at their facility that involves a vulnerability which the Standard was designed to identify 
and correct, they will receive immunity from third-party lawsuits. 
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Who: US Dept. of Homeland Security 
 

What: SAFETY Act Designation for J100-10 and G430-09 Standards  
 

 

Utility Member Benefit 



 
Webcast 
AWWA will host a complimentary webcast titled “Water Sector Security and Preparedness Standards” 
describing how J100-10 and G430-09 can be used to support water utility security and preparedness 
programs on Wednesday, March 21 at 1:00pm EDT. Speakers will include AWWA’s Kevin Morley, and 
Akmal Ali of Catalyst Partners. Registration information is available at www.awwa.org/webcasts.   
 
J100-10 Standard 
The ANSI/ASME-ITI/AWWA J100-10 Standard is the Standard for Risk and Resilience Management of 
Drinking Water and Wastewater Systems, which sets the requirements for all-hazards risk and 
resilience analysis and management for the water sector and prescribes methods which can be used 
for addressing these requirements.   
 
The J100-10 Standard documents a process for identifying vulnerabilities to man-made threats, 
including acts of terrorism, as well as natural hazards, critical dependencies, and proximity to 
hazardous sites.  The standard provides methods to evaluate the options for improving these 
weaknesses in drinking water and wastewater utilities. 
 
The J100-10 Standard is available in the AWWA bookstore.  
 
G430-09 Standard 
The ANSI/AWWA G430-09 Standard is the Standard for Security Practices for Operation and 
Management, which covers the minimum requirements for a protective security program for a drinking 
water or wastewater utility.   
 
The purpose of this standard is to define the minimum requirements for a protective security program 
for a drinking water or wastewater utility that will promote the protection of employee safety, public 
health, public safety (including protection from acts of terrorism), and public confidence.  The standard 
includes sections that promote a security culture, defined security roles and employee expectations, 
frequent risk assessments, effective access control, and architectural designs that discourage intrusion 
or tampering. 
 
The G430-09 Standard is also available in the AWWA bookstore.  
 
For information on these Standards, please contact Kevin Morley of AWWA at 202-326-6124. For more 
information on the SAFETY Act, please contact David McWhorter of Catalyst Partners at 
dave@catalystdc.com. 
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