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The Critical Infrastructure Risk Management Plan:  
An Outcome-Driven Approach to Improve Protection and Resilience
The Department of Homeland Security (DHS) launched the Critical Infrastructure Risk Management Enhancement Initiative (CIRMEI) 
in October 2010. CIRMEI’s enhanced process for assessing the state of critical infrastructure protection and resilience through improved 
measurement, reporting, and action-oriented planning will better equip DHS and its partners to make resource allocation decisions based 
on actual data and results. 

The CIRMEI process involves close collaboration with the Department’s critical infrastructure partners and generates two major 
documents: the Critical Infrastructure Protection and Resilience National Annual Report (NAR) and the Critical Infrastructure Risk Management Plan (CIRMP). 

The first edition of the CIRMP, due to be released this year, will build on the findings of the 2011 NAR and establish actions and 
milestones for DHS; the Sector-Specific Agencies; and State, local, tribal, and territorial partners. The goal is to advance critical 
infrastructure protection and resilience in a measurable way. 

Although the NAR and the CIRMP are closely aligned and interdependent, they serve two 
distinct purposes. The NAR reports on the effectiveness and progress of current critical 
infrastructure protection and resilience efforts across the NIPP partnership through a set 
of outcome statements and associated metrics. The CIRMP, on the other hand, looks to the 
future, focusing on opportunities to improve critical infrastructure risk management. 

CIRMP Working Sessions with Critical Infrastructure Partners
The CIRMP encompasses the entire NIPP partnership. NPPD/IP is leading development 
of the plan, working closely with critical infrastructure partners. NPPD/IP held facilitated 
working sessions with the Sector-Specific Agencies for all 18 critical infrastructure 
sectors to discuss ongoing and planned sector activities that align with the improvement 
opportunities derived from the 2011 NAR. These sessions provided an opportunity for the 
sectors to identify areas where NPPD/IP programs can increase support for Sector-Specific 
Agency and sector programs and activities. 

The sessions generated a draft set of actions and milestones for selected sector programs 
and activities for calendar years 2012, 2013, and 2014. NPPD/IP then held internal 
working sessions to build on areas identified by the Sector-Specific Agencies as those where 
DHS can provide support.

NPPD/IP also held a working session with the Executive Committee of the State, Local, 
Tribal, and Territorial Government Coordinating Council (SLTTGCC) to identify and 
discuss SLTT activities and milestones for inclusion in the CIRMP. In addition, NPPD/IP 
representatives are available to attend Sector Coordinating Council (SCC) and joint SCC-
Government Coordinating Council (GCC) meetings to discuss how critical infrastructure 
owners and operators can engage in CIRMP development. 
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Next Steps
The results of the working sessions are being synthesized into an initial draft of the 
CIRMP, which will be presented to the NPPD/IP CIRMEI Task Force and the CIRMEI 
Working Group for review and discussion. The CIRMEI Working Group includes 
representatives from the Sector-Specific Agencies and the SLTTGCC. 

Following incorporation of comments from these groups, a revised draft will be sent 
for review and comment to a broader set of critical infrastructure partners, including 
the Federal Senior Leadership Council; SCC and GCC members; the full SLTTGCC; and 
the Regional Consortium Coordinating Council. A joint meeting of all the partner 
councils is planned for this spring to discuss the plan.

Benefits of the CIRMP
CIRMEI is intended to enhance the coordination of risk management activities 
within DHS and across the critical infrastructure sectors. The CIRMP will help achieve 
this goal by identifying and prioritizing activities that address the most significant 
opportunities to improve critical infrastructure protection and resilience. This 
information can then be used by all partners to make decisions on how best to apply 
limited resources. 

NPPD/IP has aligned its programs and activities to the outcome statements in the 
2011 NAR and is prioritizing programs that most directly lead to the achievement 
of those outcomes. These prioritized programs will be captured in the CIRMP and 
reflected in IP’s budget planning process. The 2012 NAR will report on progress made 
on the actions described in the CIRMP. 

For more information on the Critical Infrastructure Risk Management Enhancement 
Initiative and the Risk Management Plan, please contact IPPolicy@hq.dhs.gov.

Chemical Cybersecurity Roadmap Web Site Launched
The American Chemistry Council (ACC) has launched its new Chemical 
Cybersecurity Roadmap Web site, www.chemicalcybersecurity.com, as 
a clearinghouse for information related to securing control systems in 
the Chemical Sector. The site was developed in collaboration with the 
ACC Industrial Automation and Control Systems Working Group, the 
Chemical Sector Coordinating Council, and the Chemical Roadmap 
Working Group. 

The site addresses the importance of control systems security in the 
Chemical Sector and demonstrates what ACC and industry are doing 
to manage risk. Metrics, milestones, and free tools that help advance 
cybersecurity posture are provided. The site also includes a list of 
conferences, seminars, and workshops relevant to cybersecurity and 
2011 events in which Chemical Roadmap Working Group members 
participated. 

The Chemical Roadmap Working Group includes the Chemical Sector-Specific Agency, the Department’s National Cyber Security Division 
(NCSD), and industry partners. The working group met throughout 2011 to fulfill the milestones in the 2009 Roadmap to Secure 
Control Systems in the Chemical Sector. The Roadmap was developed jointly to present a plan for voluntarily improving cybersecurity 
in the sector. In addition to the Web site, the sector has created a Case for Action document that frames the necessity of implementing 

Change in the Reporting 
Cycle for the National 
Annual Report (NAR)
In response to requests from critical 
infrastructure partners to adjust 
the NAR reporting timeline to 
coincide with other data collection 
requirements, DHS has shifted the 
reporting period for the NAR to align 
with the calendar year. NPPD/IP is 
writing an update to the 2011 NAR 
that covers the second half of the 
year, from May 1 through December 
31, 2011. This update is referred to 
as the “2011b” NAR. 

Sector-Specific Agencies will not be 
asked to write Sector Annual Reports 
during this transition, but rather to 
revisit and update their responses to 
the common metrics questions in the 
NIPP Metrics Portal, focusing on the 
second half of calendar year 2011. 
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security measures. A DVD is also available providing several resources, including cybersecurity standards; sample procurement language; 
training options; a cybersecurity tabletop exercise; and NCSD’s Cyber Security Evaluation Tool. 

The Chemical Roadmap Working Group’s efforts have been presented at several industry conferences and the 2011 Chemical Sector Security 
Summit. The working group plans to continue its outreach campaign and its work toward achieving Roadmap milestones in 2012. 

For more information, please contact Robert Kirk at ChemicalSector@dhs.gov. 

Information on the 2012 Chemical Sector Security Summit can be found at www.dhs.gov/files/programs/gc_1176736485793.shtm

NSTAC Meets to Discuss Cybersecurity and Communications Issues
The mission of the President’s National Security Telecommunications 
Advisory Committee (NSTAC) is to provide the U.S. Government with 
the best possible industry advice on the security and reliability of 
telecommunication services. For over 25 years, the NSTAC has gathered 
industry chief executives from major companies in telecommunications, 
information technology, finance, and aerospace, as well as network service 
providers, to examine and advise on issues of concern to the industry.

In December 2011, NSTAC held a meeting and panel discussion in 
Washington, D.C. on cybersecurity issues facing the Communications 
Sector. Moderated by Vice Chair Maggie Wilderotter of Frontier 
Communications, panelists identified key cybersecurity initiatives within 
their companies, commented on ways to enhance public understanding 
of the need to protect data, and discussed tools their companies are 
developing to help businesses examine network activity. Other members 
on the panel included McAfee President David DeWalt, Palo Alto Networks 
President and CEO Mark McLaughlin, and Scott Charney, Microsoft’s Vice 
President for Trustworthy Computing.

In other NSTAC business, McLaughlin—Chair of NSTAC’s Cloud Computing Subcommittee (CCS)—updated members on the 
subcommittee’s recommendation to the President on a methodology to prioritize migration of national security and emergency 
preparedness (NS/EP) equities and processes to a cloud computing environment. He remarked that the CCS is refining a model for 
ranking and prioritizing NS/EP mission functions and is also seeking to develop a broad-based risk management framework that will 
consider cost, risk, and security. This work in analytic risk management for cloud computing may be relevant and expandable to other 
aspects of NS/EP, and perhaps even more broadly to other types of operations. The NSTAC will vote on the proposal at a May 15th 
meeting in Washington, D.C. 

NSTAC Chairman James Crowe, CEO of Level 3 Communications, announced that Charney and Michael Laphen—Chairman, President, 
and CEO of CSC—will chair the NSTAC Subcommittee charged with addressing the National Public Safety Broadband Network (NPSBN) 
tasking received from the White House. This Subcommittee held its initial scoping meeting in January. NSTAC will review issues regarding 
network infrastructure, technology, and opportunities (including devices and applications) that could enable a NPSBN deployment. 

The meeting also featured two working discussions among NSTAC committee members. In the first session, Gregory Schaffer, at that time 
the DHS Assistant Secretary for Cybersecurity and Communications, chaired a discussion on the future of priority services, including the 
transition of current government priority services to next generation networks priority services. 

The second working session, led by the Department’s Bruce McConnell and Ari Schwartz of the Department of Commerce, highlighted 
the Government’s efforts to combat botnets. Botnets are a group of compromised computers that are connected to the Internet and 
used for malicious purposes without the awareness of the computers’ owners. Session participants discussed steps to stop botnets from 
propagating and how to remove or mitigate the malicious software where installed. 

For more information on NSTAC, please contact ncsweb1@dhs.gov.

NSTAC Chair James Crowe and Vice Chair Maggie Wilderotter open 
the December meeting in Washington, D.C.
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The NICC Improves Handling of Suspicious Activity Reports
The National Infrastructure Coordinating Center (NICC) has undertaken new initiatives 
that improve its ability to handle and aggregate Suspicious Activity Reports (SARs). Sparked 
by increased suspicious activity reporting by critical infrastructure sectors, DHS created 
a standardized process and tool for submitting SARs to the NICC. The SAR for Critical 
Infrastructure tool, available on the Homeland Security Information Network-Critical Sectors 
(HSIN-CS) portal, allows stakeholders to send SARs to the NICC and share suspicious activity 
data within their sectors. This significantly improves the collection and distribution of 
time-sensitive information concerning potential risks to critical infrastructure.

DHS has developed a department-level interface with the National Suspicious Activity 
Reporting Initiative (NSI) that enables DHS to share SARs that meet the criteria of the 
Information Sharing Environment-SAR Functional Standard, Version 1.5 (ISE-SAR), and 
connects existing systems to share terrorism information. Each NSI participant will own or 

administer proprietary servers that other NSI participants will be able to search via a federated system. This set of servers is referred to as 
the “NSI Shared Space.” DHS has developed its own shared-space server (the DHS SAR Initiative, or DSI) to maintain its ISE-SAR, which 
allows authorized DHS components and other NSI participants to search DSI.

DSI = DHS SAR Initiative

EOC = Emergency Operations Center

HSIN-CS COI = HSIN-CS Community of Interest 

NIEM = National Information Exchange Model

XML = Extensible Markup Language (software)

SARs are input by sector partners into the secure HSIN-CS portal and the 
information is vetted and compiled at the NICC, then incorporated into the 
DSI database, which can be searched by DHS and its partners. 
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To increase efficiency, DHS automated the new SAR process to eliminate manual file transfers. The new process allows each system to 
perform its core mission for its users while creating a system-to-system sharing environment (see illustration).

Benefits of automated file transfers include:
•	 The	NICC	can	accommodate	an	increased	volume	of	SARs	submitted	through	the	HSIN-CS	SAR	tool;
•	 Data	entry	errors	inherent	in	manual	processes	are	reduced	or	eliminated;
•	 “Information	triage”	bottlenecks	are	eliminated;	and
•	 Lead	time	for	the	receipt	and	processing	of	SARs	is	decreased.

The NICC maintains situational awareness of the Nation’s 18 critical infrastructure sectors on a 24/7 basis and ensures that critical 
infrastructure owners and operators affected by an incident can share and obtain information to support sector coordination and incident 
response. For more information, visit www.dhs.gov/nicc. 

Limited Wireless Priority Service Now Available for National Security and Emergency 
Preparedness Use 

During emergencies, cellular networks can experience 
congestion due to increased call volumes or damage to 
network facilities, severely curtailing the ability of national 
security and emergency preparedness personnel to make 
emergency calls. With an increasing number of these 
personnel relying on cell phones while performing their 
emergency duties, the National Communications System 
(NCS) developed Wireless Priority Service (WPS) to provide 
priority for emergency calls made from cellular telephones.

On December 22, 2011, the Department’s Office of the 
Manager, NCS, achieved initial operational capability on a 
system that promises to alleviate this problem. Referred to as 
WPS Enhanced Overload Performance (EOP), the capability 
gives WPS users priority over all other calls on the signaling 
channel between the cell phone and the cellular radio tower. 

 WPS has performed well since inception, but commercial 
(non-WPS) subscriber growth and the dramatic increase in 
text messaging are now causing congestion on the signaling 
channel between cell phones and cellular radio towers during 
high-volume events. For the past two years, NCS has worked 
with the Federal Communications Commission, wireless 
carriers, and commercial vendors to mitigate this congestion 

through the EOP initiative. EOP includes overload enhancements that will further improve call completion during times of heavy 
congestion. EOP initial operational capability upgrades the Alcatel-Lucent portion of the Verizon Wireless network. NCS expects additional 
vendor solutions to be deployed nationwide in Verizon Wireless and Sprint networks.

For assistance and information on NCS Priority Telecommunications programs, contact the Priority Telecommunications Service Center 
toll free at 1-866-627-2255 (in the Washington, D.C. metropolitan area, call 703-760-2255) or email gwids@saic.com.
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New DHS Training Course on Retail Security Awareness 
The Department announces the availability of a new independent study course titled, Retail Security Awareness: Understanding the Hidden Hazards 
(IS-912). This new online training is available through the Federal Emergency Management Agency Emergency Management Institute 
(EMI) Web site at: http://training.fema.gov/EMIWeb/IS/is912.asp. The course is designed for retail managers, loss prevention specialists, 
risk management specialists, product managers, sales associates, and others involved in retail operations.

 Retail Security Awareness: Understanding the Hidden Hazards covers:
•	 Steps	one	can	take	to	help	prevent	inventory	from	being	used	to	manufacture	or	deploy	homemade	explosives;
•	 The	importance	of	identifying	and	reporting	suspicious	purchases	and	activities	in	the	retail	sector;	and
•	 Additional	actions	one	can	take	to	protect	inventory	from	misuse	and/or	theft.

The course takes approximately 45 minutes to complete. EMI awards a certificate to participants who complete the course and pass a 
short final exam.

This is the third in a series of critical infrastructure cross-sector training courses from DHS. Other available courses include:
•	 IS-906,	Workplace Security Awareness: http://training.fema.gov/EMIWeb/IS/IS906.asp.
•	 IS-907,	Active Shooter: What You Can Do: http://training.fema.gov/EMIWeb/IS/IS907.asp. 

For more information about critical infrastructure protection and resilience training courses, contact: IP_Education@hq.dhs.gov.  
For more information on DHS critical infrastructure programs, visit: www.dhs.gov/criticalinfrastructure.

> Resources Available for DHS Critical Infrastructure Partners
Infrastructure Protection (IP) sponsors a free online NIPP training course at http://training.fema.gov/EMIWeb/IS/crslist.asp. IP also has 
a trade show booth available for sector use. Please contact NIPP@dhs.gov for information on IP participation and/or exhibition at an 
upcoming sector event or to schedule a trained speaker for your event. 

> Implementation Success Stories
IP continues to seek NIPP and/or SSP implementation success stories from the sectors to be shared with other critical infrastructure 
partners. Please submit suggestions or brief write-ups to NIPP@dhs.gov.

> NIPP News 
The NIPP News is produced by the Office of Infrastructure Protection. NIPP partners are welcome to submit input. To submit information 
for inclusion in upcoming issues, please contact NIPP@dhs.gov. Recipients of this newsletter are encouraged to disseminate it further to 
their critical infrastructure partners.

> Learn more about the DHS critical infrastructure protection program at www.dhs.gov/criticalinfrastructure.
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Arizona Partnership Empowers Public-Private 
Coordination in the Critical Infrastructure Community

The protection and resilience of the Nation’s critical 
infrastructure are dependent on effective public-private 
partnerships to enhance coordination and cooperation at 
the State and regional levels. Partners for Arizona’s Safety 
and Security (PASS), established in 2007, is a partnership 
between the Arizona Division of Emergency Management 

(ADEM), the Arizona Counter Terrorism Information Center 
(ACTIC), FBI InfraGard, the U.S. Department of Homeland 

Security, the Arizona Department of Homeland Security, the Arizona Department of 
Health Services, and representatives of Arizona’s private sector.

Through PASS, Arizona businesses benefit from information shared by agencies 
on a wide variety of topics, including natural disasters, health hazards, and manmade threats. PASS and the ACTIC release 
Situational Awareness Bulletins that provide information and analysis to inform private sector critical infrastructure owners and 
operators of events and activities of potential concern. Similarly, member agencies benefit by receiving relevant information 
and situational awareness from all 19 critical infrastructure sectors in the State (the Hospitality Sector is represented due to 
its prominence in Arizona). 

A major ADEM initiative is the development of the Arizona Business Emergency Coordination Center (BECC), which will be 
a key mechanism for Arizona agencies and the private sector to coordinate and launch joint efforts in emergency response 
and disaster recovery. The scope of BECC operations includes the rapid dissemination of information, determination of 
needs, aggregation of integrated solutions, and fulfillment of critical requirements during a catastrophic emergency. The 
BECC will be created and supported by the private sector and will be activated and staffed during times of crisis. The BECC 
also may be activated in anticipation of significant events; for disaster planning, training, and exercises; and for certain 
non-emergency situations as required.

“Arizona has provided our private sector partners with a voice during a disaster or emergency,” said Billy Ross, ADEM 
Private Sector Coordinator. “The BECC will only add to the collaborative public-private environment being fostered 
throughout Arizona.”

For more information about AZ PASS, please visit: www.dem.azdema.gov/operations/spcprog/partnership.html. 

Florida’s BusinesSafe Portal Enhances Private Sector Security Awareness
To protect its residents and visitors from all types of hazards, the State of Florida leverages 
the strength and energy of its private sector through its BusinesSafe portal to keep State and 
private sector assets safe and secure. 

The Florida Department of Law Enforcement (FDLE) launched BusinesSafe in 2008 to bolster 
the ability of Florida’s businesses to protect themselves against potential threats. The 
web-based portal provides the private sector with relevant and timely information to help 

safeguard assets and protect local communities. Businesses can sign up to receive electronic alerts via e-mail or telephone. 
Notices issued through BusinesSafe include breaking news, alerts, possible threats, and specific preparedness techniques for 
businesses. The platform also connects users to a standardized form that allows businesses to report suspicious activity.
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The BusinesSafe portal contains information and resources for critical infrastructure owners and operators on how to 
recognize suspicious activity. FDLE designed sector-specific fact sheets for each of the 18 critical infrastructure sectors that 
provide tips on identifying suspicious activities that may pose a threat to the sector. 

“We feel that this is an excellent tool to foster relationships with our private sector partners. BusinesSafe allows us to keep the 
flow of information open to our private partners, which in turn will generate a better relationship between Florida’s public 
and private sectors,” said Brian Falstrom, FDLE’s Critical Infrastructure Inspector. “BusinesSafe keeps the private sector abreast 
of any evolving issues or concerns within a given sector in a timely manner. This program provides a link between our 
Fusion Center and those private entities that may be affected.”

For more information about BusinesSafe, please visit: www.fdle.state.fl.us/Content/BusinesSAFE/Menu/About-BusinesSafe.aspx. 

Kentucky Holds Inaugural Partnership Summit
Kentucky Emergency Management (KYEM) hosted the first annual Governor’s Emergency Management and Energy Summit 
December 14-16, 2011 in Louisville. More than 600 participants—including county emergency managers; senior elected 
officials; and representatives from all levels of State government, volunteer organizations, and the private sector—attended 
and shared lessons learned about the State’s recent disasters. With 10 presidentially declared disasters over the past four 
years, KYEM recognized the importance of strengthening partnerships with the private sector. Participants emphasized the 
need to work closely with the Energy Sector and other utilities to ensure a continuation of vital services following a disaster. 

Critical infrastructure owners and operators collaborated closely with KYEM on the planning and execution of the summit. 
Based on their coordination with KYEM during previous disasters, Louisville Gas and Electric and Kentucky Utilities 
discussed their experiences and underscored the importance of strong partnerships to facilitating effective and unified 
disaster response. For attendees from government and industry with a vested interest in emergency preparedness, the 
summit facilitated extensive networking to build the partnerships that are vital to the coordinated restoration of critical 
infrastructure following an incident. 

KYEM Director General John Heltzel said the conference was a resounding success. “This event is a benchmark in the 
integration of public-private partnerships in furthering our preparedness efforts for the Commonwealth and serves to chart 
an aggressive course forward in planning for a unified disaster and recovery response,” he said.

Kentucky’s active engagement with its private sector reflects how State and local governments are progressing in enhancing 
critical infrastructure protection and resilience in their own jurisdictions. Through their multi-dimensional partnership, 
KYEM and the private sector are better prepared to manage a disaster and reduce risk to critical infrastructure going forward.

For more information about the Kentucky Partnership Summit, please visit: http://migration.kentucky.gov/newsroom/
dma_kyem/gemw2011.htm.


