
     Potential Indicators of Cyber Threats                         

            to Industrial Control Systems 
Note: There may be legitimate reasons why indicators described below are observed where there may be no actual threat concerns.  

 

 

 

Who do I contact? 

DHS ICS-CERT Watch Floor 

 (877) 776-7585     ics-cert@dhs.gov 

www.us-cert.gov/control_systems 

FBI (Field Division) 

Cyber Task Force 

 (xxx) xxx-xxxx     (complaint address)@ic.fbi.gov 

www.fbi.gov 

FBI Federal Bureau of Investigation 

 

What should I consider suspicious? What are Industrial Control Systems? 

Industrial Control System (ICS) is a generic term that includes 

a broad set of computer components that control industrial 

systems, critical infrastructure, and facility processes. Relevent 

systems or devices may be referred to as:  

 Supervisory Control & Data Acquisition (SCADA) 

 Distributed Control System (DCS) 

 Energy Management System (EMS) 

 Process Control System (PCS) 

 Programmable Logic Controller (PLC)  

 Intelligent Electronic Device (IED) 

 Remote Terminal Unit (RTU) 

 And many more 
 

Industrial Control Systems manage the United States’ critical 

energy, water, transportation, manufacturing, and other 

infrastructure systems.  A cyber attack on an ICS is one of the 

only ways to cause real-world physical effects from the cyber 

realm and may appeal to a variety of cyber-based threat actors. 

How do they work? 

 Meters 

 Sensors 

 Valves 

 Switches 

 etc 

FFiieelldd  DDeevviicceess  

HHuummaann  MMaacchhiinnee  IInntteerrffaaccee  

FFiieelldd  CCoonnttrroolllleerrss  

 

 

 

 PLCs 

 IEDs 

 RTUs 

 etc 

 SCADA 

 DCS  

 EMS 

 PCS 

 etc 

The human machine interface 

(HMI) is the apparatus a human 

operator uses to monitor and 

control a process.  The HMI 

communicates with and commands 

field controllers to manage the 

overall process. 

 

Field controllers communicate 

both up to the HMI and down to 

field devices.  The controllers are 

programmed to manage the field 

devices that perform physical 

process functions. 

 

 

Field devices are categorized as 

inputs or outputs meaning they 

either collect data and send it to 

the controller or make physical 

changes to the process such as 

opening a circuit breaker or valve. 

UNCLASSIFIED 
 

UNCLASSIFIED 
 

DIAL 911 when there is an immediate threat or emergency. 

 

To report potential threats, suspicious activity, or compromised 

systems: 

 

 

 

 
   

To report vulnerabilities or for assistance with securing control 

systems: 

 

 

Encounters with or reports of: 

 Repeated, unexplained process anomalies or accidents 

possibly related to an ICS. 

 The receipt of sophisticated, targeted phishing emails, 

malicious software (malware - viruses, trojans, worms, etc), 

or of media devices believed to have been purposely left for 

employees to “find” (e.g. USB drives strewn around a nearby 

parking lot) by ICS operators, owners, or vendors.  

 Theft of ICS-related equipment or radio communication 

equipment from ICS operators, owners, or vendors. 

 Any trespassing into infrastructure or manufacturing 

environments in which the trespasser possesses, utilizes, 

acquires, or installs computer, radio communication, or 

electrical-related tools or test equipment.  

 Unauthorized, questionable, or unknown computer or radio 

communications equipment installed in range of 

infrastructure or manufacturing environments. 

 Individuals loitering in the vicinity of infrastructure or 

manufacturing environments who possess or utilize 

computer, radio communication (antennas), GPS, photo, 

video, or electrical equipment or tools.  

 Individuals in possession of ICS components (PLCs, 

transmitters, etc) outside of a work-related setting (company 

vehicle, etc) with questionable justification for possession. 

 Potentially disgruntled ICS operator, owner, or vendor 

employees with ICS knowledge or related skills. 


